
 
 

 
 
 
 
 
 
 

 
 

Utelogy Platform Overview 
A Software-Defined Platform to 

Control, Manage, and Analyze your Enterprise. 
 
 

 
 
 
 
 
 
 
 
 
 
Document prepared by: 
Scott McGarrigle 
877.878.6439 
October 23, 2019  



Utelogy Platform Overview 

Utelogy Corporation© 2019                                                                                                                                   Page 2 of 36    
 

Table of Contents 

The Utelogy Platform ......................................................................................................................................................................... 3 

The Utelogy Enterprise Ecosystem ................................................................................................................................................ 3 

How U-Manage and U-Server Work Together .......................................................................................................................... 5 

Data Structure ....................................................................................................................................................................................... 6 

Data Overview ...................................................................................................................................................................................... 6 

API ............................................................................................................................................................................................................. 7 

Device Core .......................................................................................................................................................................................... 10 

CLM Automation Engine ................................................................................................................................................................. 11 

Global Driver Library (GDL) ............................................................................................................................................................ 16 

U-Console ............................................................................................................................................................................................. 17 

Metrics ................................................................................................................................................................................................... 18 

U-Manage Asset and Room Metrics ............................................................................................................................................ 20 

Rooms .................................................................................................................................................................................................... 21 

Room Detail ......................................................................................................................................................................................... 22 

Asset Details ........................................................................................................................................................................................ 23 

Alerts & Notifications ........................................................................................................................................................................ 24 

Configure Notifications ................................................................................................................................................................... 25 

U-Control - User interface ............................................................................................................................................................... 27 

U-Computer ......................................................................................................................................................................................... 29 

U-Schedule ........................................................................................................................................................................................... 31 

U-Access ................................................................................................................................................................................................ 32 

Glossary ................................................................................................................................................................................................. 33 
 
 
 
  



Utelogy Platform Overview 

Utelogy Corporation© 2019                                                                                                                                   Page 3 of 36    
 

The Utelogy Platform 
 
Utelogy is an enterprise-grade platform that enables control, management, analytics, and user-
interaction for your connected devices.  This allows organizations to efficiently control, monitor, 
manage, analyze, and support those devices in teaching and meeting spaces in a way that has never 
been possible before. 
 

 
The Utelogy Enterprise Ecosystem 
 

 

-server

-access

-manage
·  Cloud hosted
·  Customized dashboards
·  Con!gurable alerts and noti!cations
·  Managed Service Provider (MSP) overviews
·  Advanced Reports
·  Rest APIs and data connectors

·  On-network (on-premise or cloud)
·  Centralized room hosting
·  Con!gure for set-up
·  Tech Tool for troubleshooting

·  Active directory integration
·  Access control
·  Multi-language (coming soon)
·  Personalization (coming soon)

-schedule
·  Calendar integration
·  Schedule viewing
·  Room booking (coming soon)

-help
·  Automated Support
·  Tech Tool for troubleshooting
·  Help desk integration (coming soon)

-control
·  Delivered to your device in HTML
·  Fully customizable

Devices

Software

-computer
·  UCC
·  
·  AD
·  Utelogy API
·  ERP (coming soon)

Hardware

·  AV
·  In room PC
·  Network Infrastructure
·  I.o.T
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U-Manage 
 
U-Manage is the management portal that provides enterprise-wide visibility to rooms, equipment, 
issues, performance, and usage.  Because Utelogy can control any device, U-Manage helps you to 
centrally manage your entire AV infrastructure for better efficiency, cost savings, and improved up-
time.  
 
U-Manage is a hosted service (in Microsoft Azure) that provides a global and federated view on an 
enterprise.  The U-Manage portal allows you to manage licensing, users, analytics, and assets.  The 
portal provides near real-time analytics and dashboarding to deliver alerts. 
 
U-Server 
 
U-Server is the services engine installed on a server or in a virtualized environment.  It is the 
backbone of the Utelogy platform as it is the processor that allows you to use your own network to 
deliver AV services.  
 
This server application is installed on a Window’s machine.  It is multi-tenanted to power hundreds of 
rooms in an enterprise with support for VM and standard IT infrastructure. 
U-Server uses web protocols including HTML5 and HTTP.  It connects to U-Control to provide the UI 
to all rooms.  With that UI, it communicates to all devices. 
 
U-Control 
 
U-Control is the interface that allows users to control devices and applications.  It is built on common 
web technology to render an HTML web page on tablets, MAC, or PC. 
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Figure 1: U-Manage and U-Server work together. 

 

How U-Manage and U-Server Work Together 
 
U-Manage is a hosted service (in Microsoft Azure) that provides a global and federated view on an 
enterprise. The U-Server is deployed in the customers network environment where it can talk to 
devices and other systems in order to control, monitor or share data. 
 
The U-Server provides metrics and status data to U-Manage via HTTPS connections. The U-Server also 
establishes a persistent connection with U-Manage via HTTPS, which is called the “tether”. The 
tether’s purpose is twofold: 
 

1. To monitor the health of the U-Server. 
2. To provide notifications from U-Manage to the U-Server, such as some configuration data has 

changed.  
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Data Structure 
 
Multi-Tenant Accounts 
 
The U-Manage database stores all information for Utelogy accounts. It is implemented in a “Multi-Tenant” 
design wherein multiple accounts can live in a single database. This is done by simply adding an Account ID to 
each record of data to identify which account the data belongs to. 
 
Organizing the data and accounts in this fashion allows the creation of ‘Master Accounts’ that can then 
provide management services to ‘sub-accounts’.  
 
 

Data Overview 
 

 
 

Figure 2: Data Overview 

 
While the actual database is much more complex, this diagram displays the main categories of 
information stored in U-Manage. 
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API 
 
How can third parties integrate with the U-Manage platform? 
 
What’s an API? 
 
“API” is an acronym for Application Programming Interface. It is a way for other programs to “talk” to 
Utelogy through a defined and documented interface. This approach allows integration without the 
need for source code or changes to the Utelogy product. By providing a set of common APIs, any 
third party can use it for integration. 
 
What does an API look like? 
 
There are a variety of ways that two applications can talk to each other. In the internet and cloud age, 
this is done over the network with one application “connecting” to the other and sending a request. 
This request can be to perform some action, retrieve some data, make updates, etc. 
 
U-Manage is built on Web Technologies, so the APIs are called via an HTTP request (really HTTP/S 
because it’s encrypted). This is a common and standard way that applications communicate. 
 
What do the Utelogy APIs do? 
 
Within the Utelogy platform, all components communicate using the Utelogy API. Utelogy has built a 
core system that has APIs and it is using those APIs to build the rest of the Platform.  
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Here’s a depiction of the API Architecture: 
 

 
Figure 3: API Architecture 

 
As an example, when adding a new User to an Account, the Utelogy U-Manage website provides a 
place to enter in the User’s name and other information. U-Manage then uses the API to send that 
information to the Cloud, where it is verified and validated, and then added to the database. 
 
In this same way, a third-party application could collect that user information and send it to the 
cloud via the API, and have the user added. Of course, the third-party application needs to be 
authenticated before Utelogy will process the request. 
 
What can I do with the Utelogy APIs? 
 
The API’s Utelogy has are suitable for System Integration. System integration is just that, where you 
want to have one or more systems talk to Utelogy. This would cover areas such as ERP integration 
where, for example, you want to have an Asset Management ERP module, update a Utelogy Asset 
when information is changed in the ERP system. 
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Figure 4: System Integration 

 
What APIs do we have? 
 
We have an API reference guide that documents the available APIs. The following are examples of 
updates that can be performed through the API: 
 

• List/Add/Update/Delete Users, Rooms, Assets, Locations. 
• Set/Clear/Query Alerts 
• Send Metric Data 
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Device Core 
 
The Device Core is the technology that is embedded into the system that provides for the control and 
monitoring of devices. It is broken out here separately, as it is a distinct and key area of the Utelogy 
platform. This section describes drivers, how they work, and what they can do. 
 
What is a driver? 
 
Utelogy can monitor and control any device because of our driver architecture. A driver basically 
provides a “translation” between Utelogy and a device. 
 
 

 
Figure 5: Driver 

 
What network protocols does Utelogy support? 
 
Most devices that can be controlled over the network are done so using one of a small set of network 
protocols. Utelogy can support any protocol and has these common protocols integrated into the 
Device Core libraries: 
 

• TCP 
• Telnet 
• HTTP/S 
• SSH 
• UD 

 
What are UDF Drivers? 
 
UDF simply stands for Utelogy Driver File. It is a way to store information about a device in a file that 
can be loaded by Utelogy and used to communicate with the device. 
 
U-Console has a built-in UDF editor that allows you to create UDF files. 
  



Utelogy Platform Overview 

Utelogy Corporation© 2019                                                                                                                                   Page 11 of 36    
 

 
Figure 6: U-Console 

Note  

UDF drivers are very basic. They can only send commands out and do not process any information that is 
received from the device. Therefore, they cannot track device state and report metrics. They are best used for 
implementing IR devices. 

 
 
How can I build my own Drivers? 
 
You can use the UDF Editor to build simple drivers. Or, if you need more functionality or need to 
perform logic, or capture state/metric information, you can create a full-featured driver using the 
Microsoft C# Programming Environment. 
 
To support users in getting started and providing reference and other guidance material, Utelogy 
has a Driver Development Kit (DDK) that is available. 
 

CLM Automation Engine 
 
The CLM, or Control Logic Module, is the brain for controlling and monitoring a system of 
equipment, usually referred to as a “Room”. The CLM includes the DeviceCore, which means that 
devices (and their features) can be added to a CLM. By adding a device, that device can then be 
managed through feedback and polling that is implemented as part of the DeviceCore logic. 
 
In addition to “monitoring”, the CLM adds a layer of control and automation. The first layer allows the 
CLM to send a “command” to a device/feature that is managed in the DeviceCore. 
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What is a Command? 
 
Utelogy defines a set of common and ubiquitous commands that all devices use. When a command 
is sent to a device via the DeviceCore, the device driver translates that standard command into a set 
of particular instructions that the device responds to. By defining standard commands and 
“translating” them via the device driver, interacting with devices becomes streamlined and simple 
because, once you learn the standard Utelogy commands, you’ve mastered all kinds of devices. 
 
Macros 
 
A macro is a simple, yet powerful, concept. Simply, a macro is a list of device commands that can be 
executed as a unit. The CLM configuration tool in U-Console, allows you to create macros to capture 
common and/or complex sets of commands to perform multiple functions based on a single request. 
 
A macro may be executed in a variety of ways: 
 

1. Based on prescribed events such as System Startup or Shutdown. 
2. Based on button push or other user interactions through the U-Control Interface. 
3. When routing from a source to destination device is requested. 

 
A macro may even be executed from another macro. This is a simple, yet powerful way to have a CLM 
perform complex operations based on a single macro. 
 
 

 
Figure 7: Example System. Startup Macro. 
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Triggers 
 
Macros can be executed when certain events occur, such as system startups; or they can be executed 
based on user interaction with the UI. That’s where Triggers come in. 
 
The CLM, via the U-Console configuration, allows you to define macros that occur based on change 
of state within the CLM. This includes device, feature, and even CLM level states. 
A common example is to add a device that has an IO feature and can sense when external signals 
change, such as an occupancy sensor providing an input signal that indicates “occupied”. Another 
example could be a sensor that detects whether a dividing wall is open or closed or a sensor input 
from a fire alarm that gets triggered when a fire is detected. 
 
By defining a trigger within a CLM, you can select a device and state to observe, and, when it changes 
or meets a prescribed condition, you can then execute a macro. In the case of a fire alarm, you can, 
for example, mute the audio in the room and set the display input to receive the network streamed 
broadcast of your corporations “emergency channel”. 
 
Additionally, you can set parameters that specify how long the trigger “condition” must exist before 
the macro is executed. And you can also specify a macro to execute once the triggered condition is 
complete. 
 

 
Figure 8: Example Trigger Definition 
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Timers 
 
In the same manner as triggers, timers can execute macros based on a condition. In this case, the 
condition is a certain time of day or day of week. 
 
Timers are most useful for turning systems on and/or off at prescribed days of the week and times of 
the day. 
 

 
Figure 9: Example Timer Definition 
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Routing 
 
Routing is a key function of any control system.  Routing basically takes audio and video sources and 
sends them to a display and/or speakers. In a simple system, routing can be trivial, but using 
Utelogy’s macro technology, the CLM can perform complex routing scenarios that can include 
multiple devices, switches and commands to orchestrate the desired route. The possibilities are 
endless as there are no limitations. 
 
Creating routing automation is simply a matter of selecting a source, selecting a destination, and 
then creating a macro to execute when that particular routing is invoked. 
 
And of course, a routing macro can execute any other macro, and any macro can execute any 
routing. This is the basis of what a highly modular program would do, but in the case of Utelogy, 
created through simple click and configuration. 
 

 
Figure10: Example Routing Definition 
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Global Driver Library (GDL) 
 
The promise of Utelogy is to make deploying ANY room simple. An important ingredient to 
delivering this promise is the “driver”. The driver is the link between Utelogy and the particular 
device, hardware or software, that you want to control and monitor. As discussed earlier, this bridge 
is performed by the driver. 
 
Utelogy is committed to being an “open” platform that enables users to deploy the functionality that 
you desire, with the equipment that you select. 
 
To streamline your deployment, Utelogy provides an extensive and comprehensive set of “certified” 
drivers. A Certified Utelogy Driver contains the base requirements for control, asset management 
and state information.  Each 'device kind', for example, monitors, table-top microphone, has 
minimum requirements and those requirements are necessary if a driver is to be Utelogy certified. 
These drivers can be searched and downloaded through your user login to the Utelogy cloud. 
 
The Global Driver Library (GDL), is a repository of pre-created and “certified” drivers that have already 
been created. In addition, U-Console, the Utelogy configuration tool, allows you to download and/or 
update drivers from the GDL in a single, simple operation. 
 
Using existing device drivers makes configuring and deploying rooms simple. Instead of taking time 
to write drivers, you can tap into the ever-increasing set of drivers in the GDL. And rather than worry 
about drivers, you can focus more on how to deliver a mind-blowing user experience to your 
customers. 
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U-Console 
 
U-Console is a Windows application that is primarily used for the setup, configuration, and testing of 
a U-Server.  When a room is built, a model file is built as a macro to communicate what devices are 
included, the necessary routing, and user-interface pages.  This application includes a clone feature 
for large-scale deployment and Tech Tool to provide diagnostics for trouble-shooting. 
 

 
Figure11: Example U-Console 

 

Note  

Keep in mind, that some things are setup and managed via U-Manage, such as rules, U-Schedule, and U-
Access. That is because this information is enterprise-wide and can/is used by multiple U-Servers belonging to 
the same account. 

 
 
Under the hood, it is really a “shell” application that loads “Snapins” that have been installed in the 
Utelogy directory. These “Snapins” appear as items in the left pane of U-Console. Depending on what 
“features” of the Utelogy Enterprise are selected during install determines what Snapins are available. 
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Metrics 
 
Metrics is the general term used for the data that Utelogy collects. 
 
What is a metric? 
 
A metric is simply a piece of data, and can be a number, a date, or just some text.  
 
A metric is defined by a Key. A metric key tells us what the piece of data represents, for instance the 
current Temperature, or LampHours, or Power. 
 
A metric also has an associated TimeStamp that tells us when that metric value was measured. By 
having this timestamp, we can look at a single metric over a period of time and look at trends or 
correlate with other time-based metrics. 
 
What can have metrics? 
 
Metrics can be associated with the following in Utelogy: 
 

• Account 
• Room 
• Asset 

 
How are metrics reported? 
 
In general, metrics are collected by the device drivers that have been configured within a CLM. The 
device driver is programmed to ask the device for certain metrics. The metrics that a device driver 
requested from the device are determined by what is programmed into the device driver. However, 
there are “standard” metrics that each driver should request, based on the type of device. 
 
When a device driver gets a value for a requested metric, it then reports that metric. The metric data 
actually flows through the U-Server and is passed to the message queue where it is ultimately sent to 
U-Manage. Once the metric is received by U-Manage, it is stored in the database where it can be used 
for real-time status or historical analytics and reporting. 
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Figure 12: A device driver captures a metric value and reports it to U-Manage. The Message Queue guarantees that the information is received 
by U-Manage in the fastest manner possible. 

 
What about reporting performance? 
 
All metrics are reported from a U-Server via the U-Servers Message Queue. The message queue 
provides a high-performance mechanism to report metrics to U-Manage in near-real time. We’re 
really talking about, at most, a few milliseconds. 
 
This means that, as soon as a metric is measured, it is reported to U-Manage. 
 
The additional role of the message queue is that it ensures that the metric is reported -- even if the 
connection to U-Manage has issues. This is done by storing the metric until it is confirmed delivered 
to U-Manage. In this way, no valuable metric information is lost. 
 
What does it take to capture new metrics? 
 
The Utelogy metric reporting and storage is a generalized architecture that can handle any piece of 
data. Utelogy maintains a “dictionary” about the metrics that it handles, and this dictionary can be 
edited for each account to provide information about each metric. 
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U-Manage Asset and Room Metrics 
 
All of the metric and status data that U-Server reports up to U-Manage is stored in a database. By 
logging in to the portal, you can see the status and current metrics as shown in the following web 
page screenshots. 
 
Dashboard 
 
The Dashboard shows summary information for a customers’ rooms, as well as a list of the rooms 
with status. This will refresh every minute to show the “current” status of all rooms. 
 

 
Figure 13: Example of Dashboard 
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Rooms 
 
This page shows a list of all rooms and their status. You can filter the rooms by entering filter criteria. 
Clicking on a room will take you to the Room Detail Page. 
 

 
Figure 14: Example of Room Status 
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Room Detail 
 
The room detail page allows you to drill down into that room and see specific information, metrics 
and status including the following: 
 

• Assets and their status, current metrics 
• Current alerts for the room 
• Event log for the room 
• Documents that can be uploaded and associated with the room 
• Configuration Models for the room that keep a version history of the configuration as it is 

updated and edited over time. 

 

 
Figure 15: Example of Room Detail Page 
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Asset Details 
 
Assets overview is a top-level navigation item. To access a list of all Assets associated with your 
account, click on the Assets tab on the top navigation bar. A new View Selector at the top of the page 
adjusts the information displayed in the table view of the assets list. 
 
Clicking on the Asset Name will open the Asset Details page. 
 

 
Figure 16: Example of Asset Details Page 
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Alerts & Notifications 
 
An important capability of Utelogy is the ability to send notifications when certain warning or error 
level situations occur within any system, CLM, or associated device. When we talk about Alerts and 
Notifications, it is important to think of them exactly like that...as two separate things: Alerts and 
Notifications. 
 
Configure Alerts 
 
The first concept to understand is the Alert. An alert is most often associated with a device but can 
also be associated with a CLM (room) as well. An alert defines a situation, based on a device or CLM 
state that is “out of tolerance”. For example, a device that Utelogy cannot connect and communicate 
with, or a video call that has a packet loss that exceeds a certain threshold, or a device that has a 
temperature that exceeds a specified limit, etc. 
 
An alert is a “transitory” item, meaning that it can come and go, based on the defined thresholds. For 
example, if a device is not connected, that will generate an alert. When that device comes back on 
line and the Utelogy connection is re-established, that alert will be “cleared”, because the condition 
that created the alert no longer exists. 
 
In Utelogy, you can go to U-Mange and establish enterprise-wide rules that define what conditions 
should generate an alert. Alert rules are based on a device or system metrics and are delivered as an 
expression/formula using the metric value.  
 

       
Figure 18: Configure Alerts  
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Configure Notifications 
 
When configuring a notification, you are specifying who receives an email message when certain 
alerts first occur. Notifications are separate from alerts for maximum flexibility. 
 
An alert defines an alert condition and conditions around when an alert should be created/activated. 
If we consider that multiple alerts could exist at the same time, for example, for a certain location 
across all devices, then the next phase is to determine who gets notified about which of these alerts. 
That’s where notification comes in. 
 
Configuring notifications specifies who should get an email about which alerts. Alerts are classified 
based on location and severity. Location is a key “filter” because Utelogy can send notifications to 
certain persons based on the location that originated the alert. This is especially important in a global 
deployment/support scenario where a particular region would only be interested in alerts that 
originated within its specific region. 
 
When one or more alerts are generated, the “notification process” looks at existing notification rules 
and determines which email addresses must receive a notification. This notification process 
acknowledges that multiple alerts may occur within a certain time period (e.g. a minute) and will 
attempt to batch alerts together so as to not send an email for each and every alert condition.  
 
When a notification is sent, a template is used to generate the overall format of the email. This 
template is a standard template for all accounts. 
 
At this time, when an alert is “cleared” (e.g. the alert condition no longer exists), there is no 
notification that is sent. 
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Email Templates 
 
When Utelogy needs to send an email, a template is used that contains the formatting and style of 
the email. Utelogy sends emails in HTML format. Each kind of message can have its own template. 
 
These templates are stored in a database that can easily be changed. Currently there is no user 
interface for editing this template and there can only be one template for all accounts. 
 
Rules Service 
 
Utelogy employs a rules service to evaluate the metrics against the alert rules. The rules service runs 
on the U-Server and processes metrics as they are being sent to U-Manage from the U-Server. 
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U-Control - User interface 
 
U-Control is the configurable user-interface that is configured as part of a CLM (Control logic Module 
or room). 
 
Utelogy Visual Framework (UVF) 
 
U-Control is built on the Utelogy Visual Framework (UVF). UVF is a set of pre-built components that 
can be configured into a UI configuration. The appearance of the components provides a smart way 
to develop, manage, and reuse code that a programmer will appreciate.  The UVF provides the 
following advantages: 
 

• Implements current and standard practices of Web Technology using HTML5, Javascript and 
CSS3. 

 
• Provides for rapid creation of user interfaces with standard components and themes. 

 
• Developers can extend the components and themes to create custom and reusable user 

interface solutions. 

 
• Documentation includes  

 
1. Component Reference,  
2. Component API,  
3. Theme Reference 

 
What are Components? 
 
Using the definition from Wikipedia, “a component is a software object, intended to interact with 
other components, encapsulating certain functionality or a set of functionalities. It has an obvious 
defined interface and conforms to a recommended behavior common to all components within an 
architecture”.  The benefits of incorporating components into the UVF include:  
 

• Creating re-usable software that  

1) reduces deployment time,  
2) increases maintainability and upgradability,  
3) provides UX consistency. 

 
• Encapsulates best-practices solutions for Common Needs and Scenarios. 
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• Built on a Framework that allows new components to be created and inter-operated as a 

system. 

 
• Smart developers will build their own Libraries of Reusable Components. The UVF allows  

organizations to create their own libraries of reusable components.  This enables the ability to 
build user-interfaces to reflect the culture and nuances of each organization. 

 
• Savvy customers don’t want custom and proprietary solutions that cost them in the short and 

long run. Standard components and themes deliver users a better way to build a user-
interface. 

 
Themes 
 
Everyone wants a user-interface that looks nice, but that is very subjective and what looks nice differs 
from person to person. Furthermore, organizations often have branding that specifies some design 
style that they’d like to apply to the U-Control interface and that’s where themes come in and why 
the opportunity to select a theme evolved. 
 
Utelogy has 3 themes that come standard as part of the product. U-Server allows you to select the 
theme you want to use for all the U-Control systems that run off of that server. 
 
Can I build my own Themes and Components? 
 
Yes, with the Component Development Kit (CDK), users have all the information necessary to build 
custom components which can be added to your U-Server. Because components use standard web 
technologies, you can make components to do pretty much any functionality you desire. 
 
The Theming Guide provided with Utelogy shows you how you can create custom themes using 
standard web CSS skills. 

  



Utelogy Platform Overview 

Utelogy Corporation© 2019                                                                                                                                   Page 29 of 36    
 

U-Computer 
 
U-Computer is a simple concept with powerful ramifications. With more and more technology 
moving to software, a computer is often at the core of an AV system. For example, this is typical of 
Zoom Rooms or any soft code/VTC technology. 
 
U-Computer is a software application that is installed and runs on a PC and turns it into a controllable 
and manageable device. With U-Computer and the Utelogy platform, you can monitor the health 
and status of the vital computer at the core of your UC / computer-based room. 
 
With U-Computer, you can even provide control and automation by launching applications, 
controlling system volume, and much more. 
 
U-Computer runs on the computer in a room and turns it into a controllable and monitorable device. 
Just like any device, there is a Utelogy driver that communicates with U-Computer to have it do 
things such as launch and close applications. 
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USB Monitoring with U-Computer 
 
When you deploy U-Computer as part of your UC / computer-based AV system, you can monitor USB 
peripherals such as cameras, speaker bars, and microphones.  In fact, you can monitor any USB 
device. 
 
Utelogy approaches USB devices the same as any other AV device you are already managing with the 
Utelogy platform. By simply adding U-Computer and your USB devices to your Utelogy 
configuration, your USB devices now become managed assets within the U-Manage portal. 
 
As part of the need to support USB peripherals and assets, Utelogy has made significant 
enhancements to the U-Computer component of the platform.  U-Computer can now act as a proxy 
for Utelogy drivers, where secure APIs are used, that don’t expose the API outside of the local host.  
After installing the USB device driver on Utelogy’s U-Server and connecting the device to U-
Computer in the room, Utelogy can provide users with rich data, analytics, and monitoring 
capabilities.  
 
In addition, Utelogy now has the ability to monitor generic USB peripherals and assets that don’t 
have an API, so monitoring and connectivity status of virtually any USB device is supported. 
 
Remote AV landscape management allows organizations to enable maximum employee productivity 
and an enhanced user-experience.  Using Device Status, Alerts and Notifications help to minimize 
equipment downtime. 
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U-Schedule 
 
U-Schedule can be configured to connect to Google Calendars, Exchange Calendars and Office 365 
Calendar to pull scheduled events for individual rooms. 
 
U-Schedule supports viewing the current schedule status (Available/Busy) of a room, as well as the 
day’s schedule of events on a “door marquee”. 
 
The U-Schedule door marquee is built on the UVF and is very similar in nature to U-Control. It can be 
themed and is built using components.  In the 2.03 release, the door marquee UI can be built into the 
theme, it is not yet configurable. That functionality will be available in a future release. 
 

 
Figure 19: U-Schedule Room Available 

 
Calendar Integration 
 
The Utelogy architecture allows additional calendar plugins to be built using the iCalendar Plugin 
Software Developers Kit (SDK).  
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U-Access 
 
U-Access allows you to use your Active Directory to authenticate users and to evaluate access rules 
to determine which users can use which rooms. 
 
The setup is simple, but powerful, allowing you to set up enterprise-wide access rules. U-Manage 
allows you to configure U-Access by setting up: 
 

• Directories - this allows you to define multiple active directory accounts that are used by the 
access service to authenticate users and map them to “groups” within Utelogy. 

 
• Groups - You can define groups in Utelogy that are the assigned access authorities. Utelogy 

groups are implemented as Directory Query. The query is defined when setting up groups 
and one can select users by organization, locations, and active directory groups. 

 
• Access Rules - Access rules combine a Room with a Group and specify whether that group can 

control that room or all rooms within a location. Rules can also be specified for any location 
within the organization. 

 
User Authentication and access rule evaluation is performed by the U-Access service which is 
running on the U-Server. Because the U-Server is located on the customer network, it can connect to 
the customers Active Directory. 
 
When a U-Control session for a room is initiated, the access rules for that specific room are evaluated 
to determine if a login is required. If a login is required, the user is prompted for their username and 
password. Once authenticated, they are presented with the U-Control interface. 
 
Directory Integration 
 
The Utelogy architecture allows additional directory plugins to be built using the IDirectory Plugin 
SDK.  
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Glossary 
 
This glossary defines terms that appear throughout the Utelogy user-interface and documentation. 
 
A 
 
Application Programming Interface (API) 
The interface that a computer system, library or application provides to allow other computer 
programs to request services from it and exchange data. 
 
B 
 
C 
 
Control Logic Module (CLM) 
The brain for controlling and monitoring a system of equipment, usually referred to as a ‘Room.’ 
 
Component 
A software object, intended to interact with other components, encapsulating certain functionality 
or a set of functionalities.  
 
Component Development Kit (CDK) 
This kit includes all the information necessary to build customer components to be added to your U-
Server. 
 
D 
 
Driver Development Kit (DDK) 
This kit is available to support users in the development of drivers. It includes reference and other 
guidance material. 
 
E 
 
F 
 
G 
 
Global Driver Library (GDL) 
This is a repository of pre-created and ‘certified’ drivers that have already been created. Drivers can 
be downloaded/updated from the GDL in a single, simple operation. 
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Graphical User Interface (GUI) 
The graphical user interface is a form of user interface that allows users to interact with electronic 
devices through graphical icons and visual indicators such as secondary notation, instead of text-
based user interfaces, typed command labels or text navigation. 
 
H 
 
HTML 
Hyper Text Markup Language (HTML). HTML is the standard markup language for creating Web 
pages.  HTML describes the structure of Web pages using markup. 
 
HTTP(S) 
Hyper Text Transfer Protocol Secure (HTTPS) is the secure version of HTTP, the protocol over which 
data is sent between your browser and the website that you are connected to. The 'S' at the end 
of HTTPS stands for 'Secure'. 
 
I 
 
J 
 
K 
 
L 
 
M 
 
N 
 
O 
 
P 
 
Q 
 
R 
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S 
 
Snap-in 
A Snap-in is a modular item that, when installed, will show up in the U-Console and provide 
additional functionality. A snap-in can be managed through U-Console. 
 
Software Developers’ Kit (SDK) 
A software developer's kit (SDK) is a set of programs used by a computer programmer to write 
application programs. Typically, an SDK includes a visual screen builder, an editor, a compiler, a 
linker, and sometimes other facilities. 
 
SSH 
Secure Shell (SSH) is a cryptographic network protocol for operating network services securely over 
an unsecured network. Typical applications include remote command-line login and remote 
command execution, but any network service can be secured with SSH. 
 
T 
 
Telnet 
Telnet is a protocol used on the Internet or local area network to provide a bidirectional interactive 
text-oriented communication facility using a virtual terminal connection. 
 
Transmission Control Protocal (TCP) 
TCP (Transmission Control Protocol) is a standard that defines how to establish and maintain a 
network conversation via which application programs can exchange data. TCP works with the 
Internet Protocol (IP), which defines how computers send packets of data to each other. 
 
Theming Guide 
The Utelogy Theming Guide shows you how you can create custom themes using standard web CSS 
skills. 
 
U 
 
User-Interface (UI) 
The user interface allows users to interact with electronic devices.  
 
Utelogy Visual Framework (UVF) 
UVF is a set of pre-built components that can be configured into a UI configuration. 
 
V 
 
W 
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X 
 
Y 
 
Z 
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