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Aren’t you tired of the industry hype and PR puffery around “convergence”? The union of AV and IT departments, and their respective technologies, 

is old news. What remains mysterious and worth analyzing are the misunderstood terminologies on both sides. The definition of “network” in the 

world of IT is definitive, but it can be a matter of interpretation in the world of AV. Our IT Manager’s Guide to Networked AV, created by our contrib-

uting editor Cindy Davis, with insight from notable leaders in the field, is the very first of its kind in the B2B industry. It was designed to share the 

subtleties and complexities of networked AV with IT experts. From security provisos to audio encryption woes to an AV/IT paradigm shift in action, 

we hope you enjoy this important deep dive.
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 [Margot Douaihy, Editorial Director, AV Technology]

By Cindy Davis

In addition to planning complex enterprise network infrastructures, IT 
managers and directors have configured and managed VoIP and VTC, 
and low-bandwidth-consuming AV room control and automation solu-
tions on the network for many years. 

During the past two to three years, a plethora of “networked AV” 
devices, appliances, and solutions have come to market designed to be 
“on the network.” Demands are increasing as CIOs, executives, profes-
sors, employees, and students want to “stream” real-time content in 
commerical verticals as easily as they can from their sofas at home. Add 
to this an industry born of garage bands, audio and video designers and 
engineers that have been catapulted into ones and zeros by way of the 
analog sunset. What’s the result? IT departments faced with real and 
metaphorical crosstalk.

For more than a decade, AV manufacturers have been hiring the best 
IT engineers to team with AV engineers to develop and deploy network-
able, enterprise-grade audio and video technologies and components. 

Forward-thinking AV consultancy and integration firms have hired IT 
expertise to ensure in-depth offerings. In addition, audio and video stan-
dards and protocols are coming from long-established as well as newly 
formed organizations. By all admissions, the umbrella of networked 
AV is in its infancy, but is quickly earning its place on the network—by 
design and necessity. 

NOT A HOW-TO GUIDE
This guide is not intended to preach to the IT choir about how to 
configure a network to add AV functionality. This series of articles is 
intended to provide IT managers with some perspectives into the rela-
tive newcomer, “networked AV.” The voices in the following articles will 
be from the IT folks responsible for helping to develop networked AV 
products, developing standards and protocols, specifying AV/IT systems, 
and peers. We’ll introduce them to you. 

We welcome you to share your perspective. Find AV Technology online 
at AVNetwork.com, Facebook, and Twitter.

Cindy Davis is a contributing editor for AV Technology magazine.

THE NEW NORMAL
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A few years ago the terms “over Ethernet,” “A over 
IP,” “AV over IP,” and “networked AV” entered the 
AV world and has some IT-wary AV managers talking 
a new language that is unfamiliar to their IT man-
ager counterparts. These terms are as black-and-white, 
“on,” or “off” as can be to IT folks, but differing per-
spectives are shaping the AV/IT vernacular. 

For the benefit of IT managers and directors need-
ing to interpret an AV manager’s language, we asked a 
number of highly regarded IT experts within the AV 
industry to provide their perspectives. 

WHAT IS “NETWORKED AV?”
With no stake in any one technology or manufacturer, 
and a coming from a straight IT background, tech-
nology consulting firm The Sextant Group’s systems 
designer, lead IT Telecom and Security, David Glenn 
RCDD, CTS-D, LEED AP BD+C, described, “The 
easiest way to say it is that, networked AV is packets 
of data that need to be moved across the network. Yes 
it’s video, and yes it’s audio; this is a new type of mate-

rial or content going across the network, but it still 
boils down to; it’s still packets of data that need to be 
moved across the network that they can manage, they 
can configure, and they can route via their—hopefully 
up-to-date—network infrastructure.”

Before joining Crestron as the technology man-
ager of Control Solutions, Toine C. Leerentveld 
earned his engineering degree in Information Science, 
and among others was the manager of Systems 
Engineering, Global Media Services at Credit Suisse 
First Boston. When asked to define networked AV 
Leerentveld responded, “It’s the ability to control, 
manage, and monitor AV equipment over an IP net-
work. This includes SNMP, Crestron Fusion, SSH, and 
other network control and management protocols. 
This enables an enterprise IT manager to have insight 
into their globally deployed systems and devices, 
allowing the IT manager to deploy new code, manage 
firmware, and see basic overall health of the devices.”

With a deep history as a product manager at lead-
ing audio manufacturing companies, and a degree 

in music engineering technology, Biamp’s product 
manager of Audio Products, Justin O’Connor relayed, 
“Networked AV: An AV system where both audio 
and video signals are converted to data packets and 
transported across an Ethernet network. An additional 
protocol such as AVB/TSN is used to ensure that the 
packets get to the right place, in the right order, and 
quickly.”

SVSi by Harman Professional’s President, Andy 
Whitehead (Ph.D., atomic/molecular/optical phys-
ics) clarified the category this way: “Networked AV is 
audio, video, and control signals that are converted 
to independent IP packet streams. Once converted, 
they propagate as data packets on either an enterprise 
network or a physically separate network.”

Networked AV includes terminologies from 
video and audio disciplines. AVA Networks, media 
networking consultant, technical working group 
chair of the Media Networking Alliance, develop-
ment task group leader for AES67, and inventor of 
CobraNet, Kevin Gross said, “Rather than using the 

NETWORKED AUDIO AND VIDEO 
PERSPECTIVES DEFINED
By Cindy Davis
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term networked audio, I tend to use ‘media network-
ing’ when I talk about it, because that includes non-
IP solutions.”

WHAT IS “AV OVER IP?”
“One of the challenges that everybody faces, is not 
speaking the same language,” said O’Connnor. 
“While AV over IP is technically correct, it’s also not, 
because an IT person might hear “IP” and think about 
things being routable and things actually touching 
Internet traffic. In Pro AV the use of “IP” as a term is 
really to differentiate which part of the protocol is on 
Layer 2 and which part is on Layer 3. In reality, there is 
no protocol for low latency, deterministic media that 

is routable. It’s still relegated to local area networking 
as opposed to Internet traffic, and there are distinct 
differences there.” From his perspective, “When we 
say, “IP” in the AV industry we simply mean that the 
physical devices have Layer 3 IP addresses,” noted 
O’Connor. 
 “AV Over IP is also known as streaming video, 
AV-over-IP is a video signal with or without synchro-
nized audio that is converted to a single IP packet 
stream,” said Whitehead. “Once converted, it propa-
gates as data packets on either an enterprise network 
or a physically separate network.”

WHAT IS HDBASET?
An area of confusion among AV managers is the dif-
ference between AV over IP, and HDBaseT. 

HDBaseT is a proprietary interface developed by 
Valens Semiconductor who exclusively manufactures 
the chipsets used in HDBaseT products. More than 
130 manufacturers have implemented products that 
use the Valens chipset for HDBaseT extension. 

Although IEEE has ratified an HDBaseT standard 
(IEEE 1911), the standard only covers interoperability 
between manufacturers who implement the Valens 
chipset. IEEE 1911 compliance is not required and 
interoperability between HDBaseT products must be 
evaluated on a case-by-case basis.

Harman Professional’s, manager of Enterprise 
Solutions, Paul Zielie added, “The total available 
bandwidth for HDBaseT is 10Gbps and the physical 
interface is very similar to 10GBaseT. If HDBaseT 

is terminated in an AV switcher, the various signals 
revert to their original formats and are switched/
routed in those formats via conventional AV switching 
and is routed to standard interfaces or re-converted to 
HDBaseT for subsequent legs.

 “HDBaseT is a point-to-point connection over 
CAT5E/CAT6, with uncompressed audio and video,” 
explained Crestron’s Leerentveld. “AV over IP is dis-
tributed, and typically uses compressed audio video. 
AV over IP can also be content and audio and video, 
where HDBaseT is limited to audio and video. From 
an implementation point of view, HDBaseT requires 
no added infrastructure, and no configuration.”

Networked AV media is packetized and follows 

Ethernet switching and often IP routing rules for 
distribution to the endpoint(s) and is only converted 
back to the original signal once it reaches it’s destina-
tion.”

ALL CLEAR? 
Probably not—at least yet. It wasn’t that long ago 
that email traffic and allowing access to the Internet 
were some of the biggest challenges faced by IT 
managers. Networked AV products and solutions 
are in its infancy, as is the vernacular used by 
different AV manufacturers based on its offerings. 
Everyone agrees that all parties will continue to 
benefit from an ongoing dialog, listening to specific 
needs, and exploring new options available.

“The most confusion happens when we talk about 
conferencing”, said University of Nebraska Medical 
Center’s senior instructional designer of Information 
Technology Services, Melissa Diers, M.Ed, DMC-D. 
“Software-based codec is where everything is over the 
Internet using your resident computer as a processor, 
where hard codecs are using a dedicated device. We do 
have some connections for Telemedicine to outlying 
hospitals where we directly  connect, network-wise, 
from one to the other; and there’s a total misconcep-
tion of what it is, what’s on the backend, and how 
we’re doing it.”

Diers said when she has explained networked AV, 
“I typically tell them that there’s two different mecha-
nisms of delivery, or two different paths or highways 
that you can send data down; but it’s dependent upon 

what you want,  and how you want it to get there. 
Quality of service, but also security and sensitivity of 
information, is dependent upon which type or which 
road you go down.”

This convergence has internal IT teams turning 
to consultants that have a depth of expertise in both 
IT and AV. Additionally, while most AV manufactur-
ers do not sell direct to end users, invitations to the 
network planning table  are becoming more com-
mon to better understand products and solutions 
available.

Tucson Airport Authority’s IT&T supervisor, Glenn 
Hamblin, is in the research phase to find new prod-
ucts and  services for the airport’s paging system, 
which is due for a refresh. “I don’t know what the 
ideal system is yet, which is why I would like to hire 
a consultant that isn’t party to any particular firm,” 
said Hamblin. “I would like to find a consultant that 
understands the fundamental aspects of IT and band-
width, the fundamentals of audio, and the execution 
parts of it. You have to find someone that is passion-
ate about audio and got into IT, or someone who 
is passionate about IT and got into audio. It would 
be the ultimate if you could find someone that was 
passionate about both.”

ROI Spotlight
The pressure is always on for colleges and 

universities to be positioned as cutting-edge. In 

addition to the campus infrastructure, IT depart-

ments are playing an increased role in supporting 

pedagogies that use integrated technologies. 

Scott McGarrigle, CTO of Utelogy Corporation, 

said institutions are starting to see how IT is 

relevant when it comes to meeting ROI goals. 

“Using technology to show how you increase 

enrollment and enhance retention rates is the 

next exciting step in ROI,” noted McGarrigle. 

“Today’s higher ed wants to use the technology 

to increase student learning outcomes, make 

college more relatable to young students who 

expect certain levels of technology capabilities, 

and have it all easy to use by faculty.”

It’s doubtful that anyone in the IT depart-

ment of any organization is excited about the 

spotlight of showing an ROI. But having the 

ability to measure and analyze data that can be 

produced by networked IT and AV systems sure 

plays to into the strengths of information tech-

nology professionals. It’s a natural fit.

“AV Over IP is also known as streaming video, 
AV-over-IP is a video signal with or without 
synchronized audio that is converted to a single 
IP packet stream. Once converted, it propagates as 
data packets on either an enterprise network or a 
physically separate network.”
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Barco’s Network-
Friendly Collaboration 
Solutions
The What: Barco’s new 
CS-100 and CSE-200 (“E” 
signaling for the enter-
prise) have join the Click-
Share portfolio, offering 
the freedom to better tailor the ClickShare unit to the 
meeting room’s—and the participants’—needs. With this 
wireless presentation and collaboration system, users 
can share what’s on their laptop or mobile device on the 
presentation screen. No cables, no set-up, no waiting 
to join in. ClickShare’s offers the use of Buttons—USB-
powered devices users plug into their PC or Mac.  

The What Else: Connectivity options including 
AirPlay support or central management. This unit can 
be integrated into the company network, enabling re-
mote management. (The API makes integration into the 
company network a lot easier.) Two users can share on 
screen at the same time – either via ClickShare Buttons, 
the ClickShare App, or a combination of the two. Visit 
www.barco.com.

AVT: What are the most common misconceptions 
the IT folks have about networked AV?
Erik Indresovde: It’s still a misconception that IP 
based means low quality. Over the last few years, 
increased bandwidth and improved compression 
algorithms have made it possible to transmit visually 
lossless, or even completely lossless video-over-IP 
with no noticeable latency. In many cases, people 
also look at AV and IT as two completely separate 
fields, but the reality is that, similar to what we’ve 
seen with voice-over-IP in the past, over time pretty 
much everything will move to IP.

AVT: What is the biggest barrier for allowing AV on 
the network?
Erik Indresovde: Bandwidth management can be 
a challenge; particularly when we are talking about 
pixel perfect lossless video. For proper implementa-
tion, as a minimum the network needs to support 
IGMP. However, IP based doesn’t mean it has to 
run over the corporate LAN in parallel with the other 
traffic. If a customer is planning a large AV instal-
lation over IP we typically recommend to run it on a 
separate network, or at least a separate VLAN seg-
ment to make sure the AV traffic doesn’t affect any 
of the other data traffic on the network.

AVT: What are the most important things the IT 

folks need to be on the lookout for with regard to 
networked AV?
Erik Indresovde: As previously mentioned, band-
width management is critical. Security is impor-
tant as well; make sure access to all devices are 
password protected. If the AV traffic is sensitive 
and being transmitted over WAN, make sure the 
solution also supports encryption. Also ensure the 
system fully supports IGMP to be able to filter the 
multicast traffic and avoid congestions and over-
loading the network. Additionally, it’s important 
to choose a partner with experience in networking 
and AV—not just an AV specialist or a networking 
specialist.

AVT: What advancements have been made with 
regard to networked AV products, systems and/or 
software that might make these worth another look 
by the IT department?
Erik Indresovde: Support for remote management 
and control. AV devices can now, in many cases, 
be managed and controlled just like other net-
worked devices through a Web browser or an API. 
Improvement in quality and reduced latency means 
these systems are now able to fully replace propri-
etary non-networked AV solutions.  

Visit www.blackbox.com for more info.

Best Practices for IT Managers Tasked With Networked AV
Q&A WITH ERIK INDRESOVDE, BLACK BOX DIRECTOR OF AV PRODUCTS  
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The concept of transitioning from a closed-room 
AV system to networked AV is simple. “The perfect 
example is an overflow room,” said The Sextant 
Group’s systems designer, lead IT Telecom and 
Security, David Glenn RCDD, CTS-D, LEED AP 
BD+C. “This is typically handled by running 
cables down the hall to the overflow room, or by 
putting a lot of infrastructure in place temporar-
ily to support the AV. By going to a networked 
AV solution, your networked AV can be extend-
ed—can be pushed out—as far as your network 
reaches, and there are no distance limitations. As 
long as each room has a network connection, and 
an AV endpoint, I can push that content anywhere 
on my campus—anywhere across the network. 
You can take advantage of the infrastructure you 
already have in your walls, there’s no need to run 
temporary cables, and there’s no need to open 
up walls and put in new cables. If the network is 
in one building, within two buildings, or across 
a multi-building campus it can easily be accom-
plished.” A networked AV system provides flex-
ibility and scalability.

Enabling media to be streamed throughout 
an enterprise is the one of the biggest demands 
facing the network today. “IT directors and IT staff 
are masters at moving packets of data across their 
network. Networked AV is just a different type of 
content,” said Glenn. 

WAIT. WHAT ARE YOU BEING “SOLD?”
Whether it’s a well-meaning AV integrator or 
internal AV staff suggesting a new piece of net-
worked media hardware, software, or protocol, 
often times it is assumed that the IT manager is 
already familiar with the product. 

QSC Systems’ director of Product Management, 
Installed Systems, TJ Adams, said IT directors and 
managers that have been down this road before 
are starting to ask the right questions. “Questions 
along the lines of, ‘Tell me about your real-

time media networking requirements.’ So in other 
words, ‘I think I know what your product might 
need; it seems like your product is likely going 
to be more sensitive to timed and ordered packet 
delivery on my network, may not be compat-
ible with my current switch and router hardware 
infrastructure, and it may be more sensitive to 
bandwidth and other traffic constraints on the 
network; right?’” Other hidden issues can arise 
especially around auto-provisioning schemes con-
flicting with their existing configurations; QoS 
and IGMP configurations that some AV protocols 
require. Developed through the IETF, Internet 
Group Management Protocol (IGMP) is the com-

munications protocol used by IPv4 systems to 
report their IP multicast group memberships to 
neighboring multicast routers. 

Adams said the integrator or consultant should 
be able to say; “Yes, you’re right, our proposed 
product is not just a VoIP phone system that 
you are used to managing, however, it can still 
be managed similarly and can reside along side 
your other applications like VoIP, as long as the 
protocol does not require proprietary switches 
to be installed to support the proposed prod-
uct.” Being able to back up that statement is key 
stressed Adams, “Each product is different, but 
each product does—or should—have very good 

STREAMING 
MEDIA 
ON THE 
NETWORK
By Cindy Davis
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documentation about what the requirements—
especially real-time media requirements—are on 
the network.” To this point Adams advises AV 
folks to think more critically, “It’s more of having 
a teaching mindset along with making sure you 
have the working knowledge yourself of what your 
proposed product’s requirements are, intermedi-
ate to advanced TCP/IP networking skills, and an 
assumption ahead of time that your IT user may 
not fully understand the needs around a real time 
media application like audio or video streaming.”

The immediate question from IT managers 
and directors is, “Okay, what are the requirements 
for this new service?” said AVA Networks, media 
networking consultant, technical working group 
chair of the Media Networking Alliance, lead 
developer of AES67, and inventor of CobraNet, 
Kevin Gross. Next is, “What does this new service 
need to access?” Bandwidth and security are at the 
top of the list, and areas IT managers know well. 

The common best practice is to create a VLAN 
for networked AV. Crestron’s Leerentveld agrees 
and added, “As more and more data gets on the 
network, the network just gets busier, and latency 
sometimes gets introduced.” A VLAN can help 
alleviate these issues as well as ensure mission 
critical conflicts don’t occur. “If all of a sudden you 
start streaming high definition video, the amount 
of traffic on your backbone gets larger, and maybe 
that button press to ‘mute’ for a microphone in 
the conference room is going to take a little longer 
because priority wasn’t given to button presses 
on the touchpanel; instead priority was given to 
phone calls and video calls, which, rightfully so 
because the phone calls are really important. But 
I need that button press to make the microphone 
turn off right away.” The case for a VLAN is quickly 
made with the simple example, “I know you’re 
willing to wait a couple seconds for a web page 
to load; how long are you willing to wait if you 
pushed ‘privacy’ or ‘mute’ or before the micro-
phone actually gets turned off? Most people go, 
‘Right, that makes sense,’” said Leerentveld.

The networked streaming media conversation 
is still relatively new for IT and AV technol-
ogy managers. The Sextant Group’s, Glenn noted, 
“This requires knowledgeable, highly competent, 
trained network engineers on staff, because there 
are some protocols that they need to understand 
with IP multicasting.” 

 “Bandwidth management can be a challenge; 
particularly when we are talking about pixel 
perfect lossless video,” said Black Box’s director 
of AV Products, Erik Indresovde. “Proper imple-

mentation, as a minimum the network needs 
to support IGMP. Additionally, it’s important to 
choose a partner with experience in networking 
and AV—not just an AV specialist or a networking 
specialist.”

STREAMING MEDIA CONSIDERATIONS
With more than 30 years of experience designing 
and integrating IT, telecommunications and audio-
visual (AV) solutions, HARMAN Professional’s, 

manager of Enterprise Solutions, Paul Zielie 
noted, “The first step in characterizing the stream-
ing application is determining if the application is 
real time (live), or on demand.” 

Live streaming technologies are appropriate 
for time sensitive applications such as live lectures 
or television transport, or ones where interaction 
with the audience is required. Any production, 
such as switching between content sources or sub-
titles will have to be done within the integrated 

Above: In the Current Accepted Standards for Latency by Task table, it is interesting to note that many of these numbers 
are much lower than they were ten years ago as new information and measurement techniques have been discovered. 

LIMITING STANDARD MAX LATENCY REFERENCE

Perceptible Threshold 13ms Detecting Meaning in Rapid Pictures  
Attention, Perception, & Psychophysics, 2014

Distributed Video with 
Live Audio (Lip Sync) 

<22.5ms ITU BT.1359 (Maximum specification for audio 
to lead video)

Audio Reinforcement  
(Echo threshold for  
intelligibility) 

Acceptable <18ms  
Marginal 18-30ms 

ITU-T G.131, Talker echo and its control The 
Influence of a Single Echo on the Audibility of 
Speech, Helmut Haas

Live Audio  
Distribution (Lip Sync)

<30ms ITU BT.1359 (Maximum specification for video 
to lead audio)

Machine interaction  
(Keyboard, mouse,  
joystick, etc.)

<45ms Quantifying the Effects of Latency on Sensory 
Feedback in Distributed Virtual Environments  
Caroline Jay & Roger Hubbold

Video Games  
(Counterstrike)

Excellent <50ms 
Diminished>100ms

QoS Requirements of Multimedia Applications 
Brett Berliner, Brian Clark and Albert Hartono

Human interaction  
(Audio / Video Confer-
ence)

Acceptable <150ms  
Marginal 150-400ms

ITU G.114, One-way transmission time 
(May require echo Cancellation per  
ITU-T G.131)

Real Time, No interac-
tion

2s-5+s N/A

On Demand No Limit N/A

CURRENT ACCEPTED STANDARDS FOR ALLOWABLE LATENCY BY TASK

Above: This table has taken the allowed latencies from the Current Accepted Standards for Latency by Task table and 
applied them to the applicable standard.

USE CASE CHARACTERISTICS LIMITING  
STANDARD

MAXIMUM 
LATENCY

Conference Room  
Small Classroom

No sound reinforcement, manipulation 
of user content while observing display 
(Keyboard, Mouse)

Machine 
interaction

<45ms

Large Classroom Reinforcement of presenter voice,  
manipulation of user content while 
observing display

Audio 
Reinforcement

<18-30ms

Auditorium, IMAG  
(Image Magnification)

Video of presenter or performer magnified 
for view-ability, non-delayed audio

Distributed 
Video (Lip Sync)

<22.5ms

Auditorium,  
Live Sound  
reinforcement

Sound is digitized for transmission to 
loudspeakers

Audio 
Reinforcement 
Live Audio 
Distribution

<18-30ms

Room Overflow  
(with Q&A)

Presenter in primary room interacts with 
remote participants

Human  
interaction

<45ms

Room Overflow  
(watch only)

Remote participants only watch 
presentation. Questions, if any are sent by 
email or chat,

Real Time, No 
interaction

2s-5+s

ALLOWABLE LATENCY STANDARDS APPLIED TO USE CASE AND CHARACTERISTICS



ClickShare

www.barco.com/clickshare

Tap intoPlug into simplicity. amazing

Share your big ideas, and watch them grow

Creativity is one of the core assets of an organization. With ClickShare, you 
make sure big ideas receive the attention they deserve, by simply sharing 
what’s on your laptop or mobile device, on a presentation screen. With a single 
click, you transform a meeting into a complete sharing experience, bringing 
ideas, people and content together. No cables, no set-up, no waiting to join in. 
Meetings keep their flow, and you keep your cool!



A11 F E B R U A R Y / M A R C H  2 0 1 6  |  avnetwork.com  |  THE IT MANAGER’S GUIDE TO NETWORKED AV 

NETWORKED AV

video capture system.
On demand video allows for more sophisti-

cated production and editing. It is appropriate 
when the content is not time sensitive or should 
be available over time. 

A hybrid approach where a live event is 
streamed and also captured for on demand avail-
ability is very common. 

AUDIENCE
“It is important to know how the audience is 
accessing the content relative to the source,” said 
Zielie. Possibilities include:

• In the same room: The content is streamed 
as an alternative to traditional AV distribu-
tion. Examples include; streaming the pre-
sentation computer to a shared display or 
streaming content such as a video camera, 
attached microscope, to a display at each 
student’s workspace.

• On the same campus: The content is avail-
able with very few network restrictions 
because source and content are on the same 
LAN.

• In the same enterprise: The source and 
audience may be at different locations, but 
content is streamed across a network com-
pletely under the control of the enterprise.

• On the Internet: At least part of the net-
work is completely out of the control of the 
organization. Available network bandwidth 
may be unknown and devices such as fire-
walls may need to be traversed.

CONTENT ATTRIBUTES 
The source(s) of the content will often help deter-
mine the type of encoders you may use. Typical 
content sources include computers, cameras, and 
video playback devices. 

If multiple content sources will be used for 
inputs at various times for a single video stream, 
some sort of video switching must be accounted 
for. If the switched sources have different resolu-
tions then a video scaler, a component that con-
verts video signals from one display resolution to 
another, will be required since changing streaming 
resolution within a session is impractical. Video 
scalers can be external devices or can be built into 
the encoder.

If multiple content sources will be streamed 
simultaneously for use within a single application 
player software, which allows for that use case, a 
hardware player, often called a streaming multi-
viewer, will be required.

There are many ways to get the content into 
a video stream. One factor in determining which 
method to use, are the possible ways to interface 
the content to the device that will compress and 
stream the content. The most common way that 
organizations have streamed AV content is the 
use of a streaming encoder, a standalone device 
that uses the AV outputs of the content source as 
inputs. It then captures, compresses and streams 
the content. Software based video encoders are 

often designed to use a native video interface 
within a computer such as a USB web camera. 
Increasingly there are USB cameras with higher 
functionality such as pan tilt zoom capabilities. 

Increasingly, there are cameras that have a 
streaming interface incorporated into the cam-
era. These are primarily designed for the secu-
rity market and may lack the features required 
for a content-based streaming application, unless 
paired with production or management software, 
designed for this sort of capture. 

 “It is important to reconcile the video source 
rates and resolutions to the streaming rates and 
resolutions that meet the audience requirements 
to optimize bandwidth.” Zielie noted, “If the 
audience is going to be viewing the content on a 
phone with 480p resolution, then streaming the 
source content at 1080p is a waste. If the audience 
is receiving PowerPoint slides that only change 
every couple of minutes then streaming at 60fps 

“IT directors and IT staff are masters at moving 
packets of data across their network. Networked AV 
is just a different type of content.”

ATTRIBUTE FIRST SECOND LAST

Real Time (Audience Local) Transport Stream 
Multicast

SDP with RTP 
Multicast

Progressive 
Download Unicast

Real Time (Audience Local) Multicast, UDP Unicast, UDP Unicast, TCP

On Demand HTTP Live Stream RTSP with RTP Progressive 
Download

High Quality to BYOD H.264 JPEG 2000 Proprietary

Diverse Devices H.264 JPEG 2000 Proprietary

High Quality Room Overflow Proprietary H.264 -

Set top boxes Transport Stream - -

Bandwidth H.264, other MPEG JPEG 2000 Proprietary Codec

Latency Proprietary Codec JPEG 2000 H.264, other MPEG

Capture for production JPEG 2000 H.264, other MPEG

GENERAL ATTRIBUTES PRIORITIZED
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Real Time (Audience Local) Transport Stream 
Multicast

SDP with RTP 
Multicast

Progressive 
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On Demand HTTP Live Stream RTSP with RTP Progressive 
Download

High Quality to BYOD H.264 JPEG 2000 Proprietary

Diverse Devices H.264 JPEG 2000 Proprietary

High Quality Room Overflow Proprietary H.264 -

Set top boxes Transport Stream - -

Bandwidth H.264, other MPEG JPEG 2000 Proprietary Codec

Latency Proprietary Codec JPEG 2000 H.264, other MPEG

Capture for production JPEG 2000 H.264, other MPEG

GENERAL ATTRIBUTES PRIORITIZED
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TYPICAL DISTRIBUTION LATENCIES *Dependent on streaming server configuration

SESSION  
TECHNOLOGY

REAL  
TIME

ON  
DEMAND SCALABILITY COMMENTS

RTSP with RTP Fair Excellent RT: poor  
OD: good

 » Primarily unicast, multicast loses most features
 » Requires multiple media and control streams
 »  Possibility for “catchup” joining live stream after the start and downloading previous information*
 » Does not work with most set top boxes
 » Typically requires streaming server

SDP with RTP Good Fair RT: poor  
OD: good

 » Unicast and multicast support
 » SDP must be created and served for each session
 » Requires multiple media and control streams (ports)
 » May have stream synchronization issues in multicast
 » Does not work with most set top boxes

SAP with RTP Good Poor RT: poor  
OD: good

 » Multicast support, Unicast is rare
 » SDP must be created and published in SAP
 » Requires multiple media and control streams (ports)
 » May have stream synchronization issues in multicast
 » Does not work with most set top boxes

Transport 
Stream

Excel-
lent

Good RT: good  
OD: fair

 » Unicast and multicast support
 » No SDP required, session information is embedded
 » Single stream (port) for all media and control
 » Media multiplexed to maintain synchronization
 »  On demand required special sever functions for individual stream control
 »  Real time Transport Stream  can be a direct source for HTTP Live stream content

HTTP Live 
Stream

Fair Excellent RT: fair  
OD: Ex-
cellent

 » Only Possible for unicast, no multicast support.
 » No SDP required, session information is embedded
 » Served from commodity web server
 »  Possibility for “catchup” joining live stream after the start and downloading previous information*

Progressive 
Download

N/A Fair RT: poor  » Requires the full file be available before serving
 » Does not require a streaming server, just a file server.
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is a waste. On the other hand, if the streaming 
resolution or frame rate is too small to properly 
convey the information, the needs of the audience 
are not met.”

QUALITY OF SERVICE
“When adding a Cisco VoIP phone system onto 
your Cisco network; Cisco has done some nice 
pre-configuration of your equipment, so that 
when you plug a Cisco phone into a Cisco switch, 
they have a conversation and say, “Hey, I’m a 
phone. I need better quality of service for my 
phone calls,” noted Gross. However, current AV 
networked systems do not have a pre-configura-
tion tool, so mapping a Quality of Service (QoS) 
plan based on a needs assessment is critical. 
Accessing various use cases and characteristics will 
help determine the accepted latency by task such 
as, “This is huddle room video conference, and the 
quality of service isn’t really as important as it is 
for this multicast auditorium keynote,” said Gross. 

The tables below provide a starting point for 
mapping Quality of Service.

NETWORK TRANSIT
The two primary ways that video is transmitted 
across an IP network: unicast and multicast. 

Unicast is used in applications like video on 
demand where each user is viewing the content on 
their own time frame. Due to increased network 
consumption, it is not preferable for applications 
where multiple viewers are receiving the same 
content simultaneously.

Multicast is preferable in real time applica-

tions where the network supports it, typically on 
a campus network. Multicast on the Internet is 
not practical because the Internet is generally not 
multicast-enabled.

MIX AND MATCH TRADEOFFS
“Quality as an attribute is somewhat subjec-
tive, since each lossy compression algorithm has 
different artifacts that affect the quality,” said 
HARMAN’s Zielie. “Subjective quality is also very 
dependent on resolution, frame rate, latency and 
the bandwidth allowed for the stream.”

Each attribute you define will have a differ-
ent importance based on the application. The 
tables below to offer generalized information on 
how various technologies compare within chosen 
attributes. Some of the attributes such as manage-
ment, security and some degree of scalability will 
be more dependent.

Bandwidth requirements vary greatly with the 

desired attributes of the content so rather than giv-
ing numbers, the various codecs are rated in order 
from most to least efficient (1-4). The various 
content encoded at the target bandwidths must be 
examined to ensure suitability for an application.

The latency numbers shown are best-case, end-
to-end numbers with non-streaming technologies 
shown as a comparison.

PARTING WORDS
QSC Systems’ director of Product Management, 
Installed Systems, TJ Adams, offers some advice, 
“If I was talking to an IT manager / director today 
and they were asking me, ‘TJ, I’ve been having 
issues installing AV products on my network and 
applications not playing nice together.’ What can I 
do to manage this better?’ I would admonish that 
person to go get the manufacturer training direct-
ly. “Go to QSC, go to Biamp, go to a Crestron or 
AMX school, and get educated on the application 
and it’s real time networking requirements even 
though you have support from your integrator 
and consultant.” Agreeing with the VoIP analogy 
made by Gross, “These systems are in many ways 
no different than VoIP call manager proxy servers, 
and I had to go through that learning curve too, 
by the way. I was there during that period, when 
everything went from digital and analog PBXs to 
IP-PBXs. We went through similar fits-and-starts, 
where IT folks had issues, and eventually there 
became certifications and more advanced educa-
tion for VoIP network configuration, both on a 
manufacturer level and from more general IT trade 
groups such as CompTIA,” concluded Adams.  

DISTRIBUTION 
TECHNOLOGY BW COMMENTS MINIMUM  

LATENCY COMMENTS

HDMI Cable N/A <1ms

HDBaseT N/A <2ms  »  Packetize and forward TDMS as it comes in

HDBaseT or 
HDMI with 
Scaling

N/A 60fps       <18ms 30fps       
<35ms 25fps       <42ms

 » Typically one frame of latency
 »  Line scalers may have lower latency, but may have more artifacts

Proprietary 
Streaming

4+ As little compression 
as possible

<15 Plus transport  »  Typically 6 to 20 lines of latency at encode and decode

MJPEG 3 Intra-frame limits 
compression

60fps       35-60ms 30fps       
70-100ms 25fps       80-
120ms Plus transport

 » Standard mandates one frame at encode and decode

JPEG 2000 2 Intra-frame limits 
compression 
Wavelet is efficient

60fps       35-60ms 30fps       
70-100ms 25fps       80-
120ms Plus transport

 »  Standard mandates one frame at encode and decode

MPEG codecs 
H.264, H.265

1 Inter-frame 
compression is 
most efficient. Later 
standards are more 
efficient

100ms-600ms or more  » At least one frame of latency at encode and decode
 »  Additional fixed latency is added based on Group of Pictures (GOP) size
 »  Each B-frame adds 1 frame of encode latency
 »  Any number of B-frames adds one frame decode latency

TYPICAL DISTRIBUTION LATENCIES

“It is important to 
reconcile the video 
source rates and 
resolutions to the 
streaming rates and 
resolutions that meet the 
audience requirements to 
optimize bandwidth.”



A14THE IT MANAGER’S GUIDE TO NETWORKED AV  |  F E B R U A R Y / M A R C H  2 0 1 6  |  avnetwork.com 

NETWORKED AV

AES67
The way the AES67 project got started described AVA 
Networks’ media networking consultant, Kevin Gross, 
“Hey, there’s now half-a-dozen new technologies or 
network announcements, and they’re all using pretty 
much the same protocol—IP and similar synchro-
nization,” so we said, “Well it seems like there’s an 
agreement on how to do things; let’s write a standard 
and specify the details of that agreement so these 
technologies can talk to each other.

One thing that’s helped a lot is VoIP said Gross. 
“That’s basically an AV system, and people are pretty 
comfortable with that now. But some of the AV pro-
tocols are more similar to VoIP than others, and some 
companies handle VoIP better than others.” Gross 
comes at this topic with deep roots and a relatively 
neutral position. In the early 90s, Gross invented 
CobraNet, the first commercially viable implemen-
tation of audio over Ethernet. He has worked in 
multiple standards bodies including IEEE where he 
participated in the development of Audio Video 
Bridging (AVB). He led the Audio Engineering Society 
group at that produced the AES67 standard, and 
recently became the technical working group chair of 
the Media Networking Alliance. 

“With AES67, we wanted to put out a standard 
on how to do audio networking in an interoperable 
way—in a way that everybody can agree is a reason-
able way to do it, similar to what people are already 
doing and uses protocols that both the audio and the 
IT people would be familiar with,” said Gross. “So 
what it ended up being is like a VoIP on steroids.” 

The Audio Engineering Society published the 
AES67 standard in September 2013. The standard 
provides interoperability recommendations for pro-
fessional quality audio networking in the areas of 
synchronization; media clock identification, network 
transport, encoding, streaming and session descrip-
tion. “AES67 is a not a network itself but rather an 
interoperability mode that allows products using 
different network technologies to be able to work 
together,” said QSC Audio Products, vice president 

of Systems Strategy, Rich Zwiebel. “It operates over 
standard layer 3 IP, Ethernet networks. The good 
news for an IT professional is that it is based upon 
the same IT standards that you use every day.” These 
include standards such as RTP, IEEE 1588-2008 PTP, 
and DiffServ QoS.

AVB/TSN
Audio Video Bridging (AVB) was developed 
by IEEE 802.1 Audio Video Bridging Task Group. 
“Time Sensitive Networking (TSN) is the 
evolution of AVB, building upon the AVB specifica-
tions to expand the range, functionality and applica-
tions of the standard—it is future-proof and scalable,” 
said AVnu Alliance Pro AV Segment Chair, Patrick 
Prothe. “The TSN capability in Ethernet is proving 
valuable across an increasing breadth of markets 
including Pro AV, automotive, consumer and indus-
trial and TSN’s broad market expansion with wide 
deployment will only benefit all members and mar-
kets—both from a cost perspective as well as assuring 
long-term support for the capabilities in standard 
components.”

The IEEE AVB/TSN standards define how a net-
work (primarily Ethernet networks) should be made 
timing-aware. AVB/TSN are not communications pro-
tocols, but—like other capabilities such as VLAN and 
Power over Ethernet—they are core network capa-
bilities that can be used by any (open or proprietary) 
communications system that needs them.

Biamp’s O’Connor cites cost as a benefit to TSN/
AVB. “Your cables are physically cheaper because 
Cat5 cables cost a lot less than audio cables per foot, 
and you can get 420 channels in the case of AVB on 
a single cable, as opposed to one or two channels of 
analog on a single cable. By utilizing IEEE standards 
and by utilizing actual network switches to distribute 
one-to-many, many-to-many, and many-to-one-type 
topographies, they just become so much simpler than 
they ever could have been before.

The IEEE 1588 Standard for a Precision 
Clock Synchronization Protocol for Networked 

Measurement and Control Systems is a Layer 2 
standard used by AVB, AES67, Dante, Q-Sys, and 
RAVENNA which all communicate via packet net-
works. 

FADE TO FAST
Currently, ITU-T H.264 | ISO/IEC 14496-10 
Advanced Video Coding (AVC) is the domi-
nant video coding technology, and accounts for 
nearly half of all communication network traffic 
worldwide, and more than 80 percent of Internet 
video. The ITU-T H.265 | ISO/IEC 23008-2 
High Efficiency Video Coding (HEVC) is 
still emerging is still emerging in the live communica-
tions market as it is currently prohibitively expensive 
to do real time H.265 compression. 

But things are going to become more interesting. 
“The video development is happening now,” said 
Gross. While there has already been some standard-
ization in teleconferencing systems, Gross sees a dif-
ferent future. “We’re getting protocols where instead 
of having to have dedicated hardware for doing a 
teleconference you just do it in your web browser. So 
VoIP is going to allow your phone system to become 
a videophone system, and that’s supposed to be the 
future.”

 “The new stuff that’s happening in video is using 
IP networks for broadcasters,” he said. “They do high-
bandwidth, high-quality video, and they’re replacing 
their facilities and changing them out for all this 
exotic video equipment to an IP network.”

Gross suggested that this trend trickles down to 
high-end enterprise, and other commercial venues 
such as stadiums, concert halls and houses of wor-
ship. “Tying live video into live sound, and all being 
networked together; that all has to be high-quality.”

Will the same standards and protocols also trickle 
down? “It would be nice if everybody used the same 
protocols and I’m trying… The work I do in standards 
stuff, trying to cross-pollinate that, but sometimes 
people don’t communicate what they’re doing with 
people in different industries.”

FOR THE LOVE OF  
STANDARDS & PROTOCOLS
By Cindy Davis
Standards and protocols are music to any IT professional. There are number of recent standard and protocol advancements that enhance the performance, interoper-
ability, and convergence of networked audio, video, and media. Based on these, a number of technologies have been developed, and an exponential number of manu-
facturers have adopted one or more. 
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One of the most dramatic paradigm shifts concerning 
IT directors and managers is that IT departments are 
moving from an overhead model, to a service and 
revenue-generating model. While adding networked 
AV, control and monitoring systems might initially 
seem to be a burden, these systems can be the ticket 
to helping support a departmental ROI, not to men-
tion help ensure the overall health of the company 
network. 

HOLISTIC MULTI-TECHNOLOGY 
APPROACH
With more than 30 years of experience designing and 
integrating IT, telecommunications and audiovisual 
(AV) solutions, Harman Professional’s, manager of 
Enterprise Solutions, Paul Zielie noted, “Specifying 
AV systems happens differently in every company 
depending to on how the purchasing is done; it 
could be the consultant, the tech manager, or an AV 
integrator.” 

With audio and video moving onto the network, 
IT directors and managers are becoming responsible 
for AV as well. Zielie warned IT managers to take 
special note during the specifying process, “No matter 
where it is coming from, if it doesn’t take a holistic 
multi-technology approach, then it is doomed to be 
an afterthought,” he said. “If it is a ‘speeds-and-feeds, 
in-and-outs’ spec that you see, it’s doomed to be 
an afterthought in lighting, acoustics, network, and 
anything that is not fundamentally AV switching and 
reproduction.”

IT managers are already familiar with room-level, 
AV control and automation systems, and AV equip-
ment from AMX, Biamp, Black Box, Crestron, Extron, 
QSC Systems, and others that are specified by AV con-
sultants and integrators. Until recently, these systems 
and devices had lived in the AV domain. Looking 
beyond the room-level, The Sextant Group’s systems 
designer, Glenn noted, “One of the benefits of having 
a fully networked AV system is the fact that you can 
also manage all the components, know the uptime, 
do scheduling, work these things into room schedul-
ing, and get feedback on diagnostics on equipment.”

 “There’s three top things that an IT manager 
wants, and that is security, manageability, and scal-
ability,” said Crestron’s, Leerentveld. “If you think 
about scalability alone and you ask an AV person, 
‘What’s a ‘big’ system?’ they’ll say, ‘Oh, 20 rooms.’ If 
you ask an IT manager, they’re saying, hundreds, if 
not thousands of those. When you have hundreds, or 

thousands of rooms, you need to have the manage-
ability tools to push out that firmware, push out that 
program, or make the changes so that I can just click 
a button, walk away, and get a report at the end that 
says, ‘Hey, everything was done.’”

POINTS FOR GOOD HEALTH
Whether it’s email going down, a critical videocon-
ference that does not properly link, or an employee 
whom can’t connect to “the network” via a mobile 
device, all of these issues are perceived as the “fault 
of IT.” Traditional AV folks need to understand that 
at the end of the day, it is the IT department’s respon-
sibility for the health, security, and transport of com-
pany data. The stakes have changed, and complexity 
has increased exponentially. 

 “Your network is your home so you protect it. Not 
knowing what’s on the network, as an IT guy, would 
drive me absolutely crazy,” stressed Leerentveld. “IT 
managers want to know if all of these systems are on 
the network; how do I make sure they’re all up and 
running? How do I make sure they’re all healthy? 
Can I integrate it into my SNMP management tool? 
How can I be proactive rather than reactive? How 
do I know that there’s a problem in a room before 
the CEO walks in and pushes a button that doesn’t 
work?” 

BREAKING THE BREAK/FIX MODEL
System downtime is inevitable whether managed by 
AV or IT departments. “But traditionally you’re going 
to have less downtime through the IT folks,” said 
Glenn. With a converged network, having the ability 
for systems to be monitored, the data being constant-
ly pulled will help the team become more proactive.

“PLAUSIBLE NON-CASE STUDIES” 
“The most compelling argument for management 
systems, is that you can start to pull business metrics 
out of scheduling and management systems that 
prove ROI,” said Harman’s Paul Zielie. “I like to use 
the, ‘user story,’ method from product development 
to establish value by creating plausible scenarios to 
illustrate and analyze features”

PLAUSIBLE CASE STUDY #1
“Think of the number of meetings you’ve been in that 
the first five minutes of the meeting where everyone is 
digging through their phone trying to figure out what 
the call-in number to the bridge. 

So now you move to a world where, when I sched-
uled a meeting in Outlook, I have also scheduled my 
room, I’ve also put in there what the dial-in number 
is, now a small piece of IP code that captures what 
that dial-in audio bridge or videoconferencing num-
ber is, and when I go into a meeting room, whether it 
is the one I scheduled, or it’s just a schedule meeting. 

Say I am just going in, and I’ve got a whole bunch 
of conference rooms and I am not assigned one until 
I get there. If I can swipe my badge, it recognizes it is 
me, looks at the schedule, and put puts a button on 
the touchpanel that says, ‘start your conference call,’ 
and it already has the number programmed into it. 
How many hours would in a typical corporation 
would that save each year?

The answer to your ROI is to use big data tech-
niques on the analysis of how meetings are happen-
ing, and you can quantitatively prove efficiencies. 
Now you could potentially say, ‘I can show quanti-
tatively that with this prompt button for calling in 
the bridge, that the room is connected to the audio 
conference five minutes closer to the scheduled start 
time of the meeting, than without that technology.” 

PLAUSIBLE CASE STUDY #2 
“If I have a building with a standard AV conference 
room that cost $120,000,” Zielie explained. “It’s got a 
videoconferencing, audio conferencing, and seats for 
20, dual-screen displays, and lighting control, and that 
conference room is booked 110 percent of the time. 
Serious pain-point because people aren’t able to have 
their meeting. If I don’t have a management system 
with metrics, my best business decision is to put in 
another $120,000 conference room. But if I have a 
comprehensive management and metric system, and 
I can say 70 percent of the meetings have less than 
five people, they don’t use videoconferencing, and 
all they’re using is a single PC display and audio con-
ferencing—the solution to the problem is a $15,000 
room. Because of the metric system, I’ve been able to 
make a business decision that has saved the company 
$85,000 because of that metric system.’” Making bet-
ter business decisions—isn’t that the goal?  

THE IT ROI
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AMX BY HARMAN

AMX.COM
“In working with many AV and IT administrators 
who are in the process of integrating and deploying 
control, automation and AV distribution gear onto 
their networks, the learning curve can be daunting, 
frustrating, and difficult to navigate, no matter who 
the manufacturer is and what products are being 
deployed. To address these specific concerns when 
deploying AMX products, we’ve developed the offi-
cial ‘AMX AV/IT Administrators Guide.’ It offers a technical overview of equipment 
and protocols encountered when implementing AMX solutions on enterprise 
networks and discusses how these products will behave and impact the network. 
Specifically included to assist in the deployment process are systems descriptions, 
traffic characterizations, ports and protocols, and security information.”

—Paul Zielie, manager, Enterprise Solutions at Harman Professional

APTOVISION

APTOVISION.COM
“It is a well-known fact that IP-based technologies have taken over AV distribution 
in the consumer space (e.g. Skype, iTunes, YouTube). It should come as no surprise 
then that the $7Bn/year “Signal Management & Processing” segment of the Pro-AV 
market, which currently relies on custom AV switches, is poised to be replaced by 
Networked AV. Replacing traditional custom AV switches with IP switches from 
vendors such as Cisco and Netgear drastically reduces equipment costs while offer-
ing significantly higher levels of performance, scalability and reliability. AptoVision 
has been a pioneer in enabling this paradigm shift with its BlueRiver NT+ chipset, 
the first Networked AV solution capable of distributing uncompressed audio-video 
signals with zero-frame latency over IP switches. Resistance to the Networked AV 
paradigm has typically been due to its compromise on quality 
(high compression) and high latency. The BlueRiver NT+ helps 
eliminate this resistance and completes the range of available 
Networked AV products in the industry such that every AV 
installation can now utilize Networked AV products without any 
compromise. The disruptive power of Ethernet has finally come 
to professional AV networks and it is definitely here to stay.”

—Kamran Ahmed, CEO and co-founder, AptoVision

ATLONA

ATLONA.COM
“Networked AV (AV over IP) solutions are available today and gradually becoming 
the go-to technology for IT/AV managers and system integrators.

While AV system integrators often tend to focus the AV over IP discussion 

around encoders, decoders, network switches, and data/streaming protocols, there 
is one critical point that is often overlooked by Networked AV integrators:  today’s 
IT managers face network systems of ever-higher complexity that require constant 
monitoring, supervision, and device configuration management.   To operate in 
this environment, IT managers use software-based Network Management System 
(NMS) tools to monitor data and voice network performance, health, and con-
figuration.  For IT managers, having NMS tools is crucial for successful Networked 
AV integration.

Atlona’s management system (AMS) offers a software-centralized solution 
that enables IT managers to monitor, supervise and remotely configure Atlona AV 
devices installed in the network.

With advanced device health monitoring, firmware and 
configuration management capabilities as well as the ability 
to backup systems for disaster recovery scenarios, Atlona has 
handed IT managers, at no cost, a powerful tool offering the 
same capabilities for AV that they get (and require) from data 
and telephony NMS tools.”

—David Shamir, Director of Product Management at Atlona

AUDIOSCIENCE

AUDIOSCIENCE.COM
“The AudioScience Hono AVB line of net-
work audio interfaces have been 
designed to facilitate a complete 
AVB ecosystem. The Hono fam-
ily currently consists of the 
following products: Hono 
AVB Custom: 1U rackmount 
modular AVB interface with up to 32x32 
channels of AVB and analog, AES/EBU, microphone pre-
amp and GPIO interfaces; Hono AVB Mini: PoE AVB interface with up to 4x4 chan-
nels of analog/microphone or AES/EBU I/O and GPIO; Hono AVB VSC: Windows 
Virtual Sound Card with up to 64x64 channels of AVB, DirectSound and ASIO 
software interfaces.

Having a set of standards is one thing. Making sure everybody implements 
them correctly is another. That’s where the AVnu Alliance comes in. The AVnu 
Alliance is an industry consortium dedicated to the advancement of professional 
quality A/V by promoting the adoption of the IEEE 802.1 Audio Video Bridging 
(AVB), and the related IEEE 1722 and IEEE 1722.1 standards. The organization 
has created compliance test procedures and processes that ensure AVB interoper-
ability of networked A/V devices. AudioScience is a member of AVnu Alliance and 
will be certifying all its AVB products through them to ensure the highest degree of 
conformance to the IEEE AVB standards. The Hono AVB Custom and Minis have 
already been certified with other Hono products to follow.”

—Stephen Turner, vice president of AudioScience

NETWORKED AV — IN THEIR OWN 
WORDS
We feel it is helpful to hear about the philosophy of how a company approaches the products and solutions it offers. With this in mind we asked representatives from 
AV companies to share their perspective on networked AV as it relates to the brand and its products. These are contributed insights.
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BIAMP

BIAMP.COM
“Biamp has a proud legacy of fully customizable and configurable medium-scale 
platforms. With the Tesira line of digital signal processors, that legacy expanded 
to include large, extra large, and super-scale systems. Thanks to Audio Video 
Bridging (AVB), an IEEE open standard, Tesira’s networking capabilities are 
among the most scalable, flexible, and affordable on the market. The Tesira prod-
uct family includes Tesira SERVER, which can be deployed as a redundant pair; 
as well as SERVER-IO, and several expanders. The fixed I/O TesiraFORTÉ DSP 
features direct USB connectivity to external soft codecs. Each product offers differ-
ent networking capabilities, allowing Tesira to suit a wide variety of installation 
environments.

 Designed to maximize system resources while making system administra-
tion easier, networked media systems comprise any audio and/or video solutions 
that communicate over a single Ethernet network, sharing processing power and 
resources. NMS have many benefits: simplified system design, installation, and 
operation; the ability to share processing resources over the network; flexibility to 
move endpoints as the system grows; easier expansion into new areas and build-
ings; and a reduced need for cable and equipment. AV solutions have evolved to 
more IT-centric infrastructures, and there’s an increased need to provide education-
al resources that illustrate how to leverage the full benefits of an NMS. Biamp’s goal 
is to increase the awareness of networked media systems as not just the method for 
connecting the parts of an AV solution, but also as a tool to be leveraged.”

—Justin O’Connor, product manager of Audio Products at Biamp Systems

CRESTRON

CRESTRON.COM
“Crestron’s lineup of prod-
ucts are all designed from 
the ground up to meet the 
demands and requirements of 
the global enterprise, and inte-
grate fully with the existing IT 
management and deployment 
infrastructure. Crestron’s .AV 
Framework and Pinpoint revolutionize the way people do business and interact 
with their conference and huddle rooms.”

—Toine C. Leerentveld, technology manager, Control Solutions at Crestron

FOCUSRITE

FOCUSRITE.COM
“Focusrite has been committed to Networked AV since 2010, when we introduced 
our RedNet line of audio-over-IP interfaces to the professional audio community. 
We are very committed to audio-over-IP and Dante, as the audio industry is rapidly 
adopting this exciting technology.  

RedNet is Focusrite’s flagship range of modular Ethernet-networked audio 

interfaces that harnesses the power of Audinate’s tried and tested Dante digital 
audio networking system. We bring studio quality sound to any modern network 
audio application.

RedNet interfaces convert vari-
ous analog and digital audio for-
mats to and from a Dante audio-
over-IP network. RedNet units 
can be combined to form scal-
able, near-zero latency audio dis-
tribution and recording systems, 
which allow users to send, receive 
and record extremely high-quality 
audio over their existing network 
infrastructure, while utilizing standard Cat6 Ethernet cables and managed switches. 
RedNet provides users with the ability to have high-channel-count, low-latency 
solutions that are easy to install and simple to use.

We support AES 67 and the standardization practices it recommends and 
the subsequent interoperability it offers. Focusrite | RedNet will be committed to 
Network AV long into the future.”

—Ted White, senior technical sales at Focusrite | RedNet

FSR

FSRINC.COM
“FSR has a strong, long term commitment to the Networked AV Environment. Our 
products provide a host of solutions for IT and AV managers.

We have been providing infrastructure solutions to the AV and IT industries for 
35 years. Our floor boxes are an attractive way of extending connections points 
out into the room. FSR table boxes furnish connectivity to the table top. Our wall 
boxes and ceiling boxes create alternative storage locations for networked devices. 
Electronics such as network switches can be located in our ceiling boxes in rooms 
that don’t allow space for racks.

In networked AV environments, control is critical. The FSR FLEX system pro-
vides touch screen control to IP serial and IR devices. The FLEX product line allows 
even the simplest system to have network control. The entire system is very easy to 
set up and configure making it a very affordable solution.

As our signal management product line expands network-
ability will continue to be a key feature. Our line of presentation 
switchers, scalers and matrix switchers all feature IP connectivity.

Moving into the future the Networked AV environment will 
be core to our future product development.”

—Chaz Porter, director of Global Sales at FSR

KRAMER

KRAMERUS.COM
“Kramer is fully committed to the IT converged world of AV. The market is evolv-
ing faster and faster everyday and now we are quickly nearly a tipping point in this 
convergence.

The converged AV marketplace has three segments to it; wireless presentation 
and collaboration solutions for boardrooms, conference rooms and classrooms, 
economical yet comprehensive cloud-based control and AV over IP signal manage-
ment and distribution.

At Kramer we are working to position ourselves as leaders in the AV over IP 
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distribution movement. In an IT con-
verged world AV distribution uses the 
signal “highways” that already exist in 
nearly every business and education-
al facility; the IP computer network. 
We provide encoders (on ramps) and 
decoders (off ramps) to transform pro-
prietary AV signals for transport over 
these IP network highways.

Many IP based AV systems are already specified and sold everyday.  As network 
bandwidths continue to increase and compression technics continue to evolve, this 
will get easier and easier and eventually the IP highway will be the AV standard.

At Kramer, we are already leading the overall AV/IT convergence movement 
both our award winning K-Touch cloud-based control solutions and our award- 
winning VIA Collage, Campus and Connect PRO Wireless Presentation and 
Collaboration solutions.”

—Clint Hoffman, vice president of Marketing at Kramer

LIGHTWARE

LIGHTWAREUSA.COM
“For corporations, universities, 
hospitals, government facilities 
and Fortune 500 businesses 
alike, Lightware USA delivers 
high-touch audio video (AV) 
networked solutions. Our proj-
ects range in size from huddle 
rooms, command and control 
stations, sports arenas—and 
everything in between.

Lightware’s key product 
lines (MX Series, 25G Hybrid and HDBaseT solutions) are centered on keep-
ing pace with today’s AV technology and digital AV signal management. As our 
products and overall solutions have expanded, our core principles still remain the 
essence of our business: provide focused solutions for AV signal management, full 
AV signal distribution, complete and secure data information and centralized AV 
control. 

 We’ve come a long way from our small beginnings years ago. Back then, we 
focused on solutions for live events and effective and efficient ‘real time’ signal 
management solutions. As technology has progressively advanced, our dedica-
tion to helping all businesses with centralized AV signal management remains an 
essential part of what we do.” 

—Greg Byrnes, director of Engineering at Lightware

QSC

QSC.COM
“At QSC, we believe that the media networks between all vendor systems should 
be interoperable and non-proprietary. We also believe that leveraging existing TCP/
IP network protocols for real time media transport over an Ethernet network is 
the best path forward for our industry, rather than attempting to create new “A/V-
Centric” protocols which may or may not be adopted by the wider IT community.

As a founding member of the AES-X192 task group, and of the Media 

Networking Alliance, QSC continues to support AES67 because we believe it is a 
path forward towards this ideal—that there should always be a way for Audio-over 
IP to inter-operate between these competing solutions that is unencumbered by 
the artificial barriers of commercial interest.” 

—TJ Adams, Install DSP Product Manager at QSC

REVOLABS

REVOLABS.COM
“Networked AV is an important step in simplifying audio installations in corporate 
environments, as the move from analog to VoIP was for telephone installations. 
Being able to use standard networks instead of specialized audio cabling allows 
easier installations, more freedom in set-up and architec-
ture of solutions. The same advantages of 
remote manageability and monitoring, 
and flexibility in set-up of networks can 
now be achieved for audio networks.

When installing a networked 
AV solution, it is important to use 
an open standard, allowing different ven-
dor products to work seamlessly together.

Revolabs is committed to the open AVB/TSN stan-
dard, allowing our Executive Elite family of wireless microphone systems to be 
easily integrated with other vendor’s audio equipment, providing the desired audio 
and communication solution. As a member of the AVnu Alliance we promote the 
standard, and plan to integrate it in our future products as well.”

—Holger Stoltze, senior product manager at Revolabs

UTELOGY CORPORATION

UTELOGY.COM
“There’s a saying that what can be measured can be improved. With AV rapidly 
moving to an IT model, devices are connected to the network and are now ‘on-line’ 
with the ability to be measured. This opens new opportunities for AV value-added 
services:  the same types of ROI based services that, frankly, have been available in 
the IT space for years.

Networked AV is the strategy surrounding the Utelogy platform. The advantages 
start with the ability to add/swap AV components within a software-defined AV 
architecture, allowing organizations exponentially more flexibility in responding 
to needs, and at lower TCO. 

The same way IT devices (phones and printers, etc.) are deployed and man-
aged, AV systems can now be expanded without necessitating complete “rip and 
replace.” Because these devices are on the network, the ability to monitor their 
health and status is the basis for providing proactive support services…a great need 
and opportunity. Additionally, analytics data provides a wealth of information that 

can be used, among many things, 
to determine which devices are or 
aren’t being used, and which devices 
are generating the most help ticket 
issues. The real beauty is that all of 
this is measurable and reportable to 
support an ROI model.”

—Scott McGarrigle, CTO at 
Utelogy Corporation
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Harman Professional’s, manager Enterprise 
Solutions, Paul Zielie warned, “Security require-
ments for AV projects are often discovered at 
installation or even worse, on commissioning or 
later when the organization runs a security audit. 
The cost and schedule impacts of discovering 
new critical requirements late in a project can be 
significant. The illustration below shows a typical 
AV project timeline with various points at which 
security requirement discovery occurs.”

Security requirements are determined after the 
business use case and needs analysis since that 
will determine the features included in the project 
which need to be secured.

Ideally, security requirements should be devel-
oped in the initial planning and design phase of 
an AV project. This will ensure that any significant 
impacts to the proposed design are accounted 
for and budgets for the project are properly set. 
The security requirements should be included in 
any bid documents and added to the Statement 
of Work (SOW). In a consultant-led project this 
is achievable. In other acquisition models this 
may not be feasible for several reasons including 
that the organization does not want to expose 
its security to a large group of potential integra-
tors, preferring to work with only the contracted 
integrator.

 “If the security requirements cannot be deter-
mined prior to the integration contract award, 
language should be put in the tender that requires 
the offerors to specify standard security con-

figurations and that specific security 
requirements will be determined after 
award with equitable adjustments for 
changes,” said Zielie. “This will allow 
a baseline comparison of security costs and still 
allow the project to meet the specific needs of the 
organization.

In all cases, security requirements should be 
agreed upon and added to the statement of work, 
project plan, and acceptance criteria prior to the 
final design sign off with the responsibilities and 
deliverables of each party, including the network 
configurations furnished by the network provider, 
typically a customer responsibility.

The Sextant Group’s Glenn added, “Internally 
the policy-level decisions, the security policy-
level decisions, those management decisions—
that takes time to work through internally and 
especially at a large corporation or university, so 
you want to engage those folks as early as possible 
so they can work on that internally. We can guide 
them through that process, but ultimately those 
are decisions and policies they have to do develop 
in-house.”

AV SECURITY BEST PRACTICES
There are simple configuration steps that are often 
overlooked by the team doing the integration 
which leave the systems wide open.

1. Change the default passwords
• There is no excuse for leaving the system 

open to anyone with access to Google

2. Separate Administrator and User accounts 
and privileges
• If possible each user should have their 

own account and password with just the 
privileges they need to do their job.

3. Enable auditing logs
• If there is a breach, these will help find 

out how it happened so that changes 
can be made to prevent it in the future 

4. Disable unnecessary services
• Services such as telnet, ssh, http, https, 

and ftp can have vulnerabilities which 
are unknown at the time they are pro-
grammed in the system.  If you don’t 
require a service and shut it down, you 
are not vulnerable to future exploits on 
that service.

5. Enable encryption
• If you can use ssh instead of telnet and 

https instead of http you will decrease 
the likelihood of someone discovering 
information via intercepting network 
traffic.

Modern IT security is implemented with a 
Defense in Depth approach. Defense in Depth 
is a concept in which multiple layers of security 
controls are placed throughout an information 
technology (IT) system. Its intent is to provide 

IMPARTING SECURITY 
BEST PRACTICES TO 
YOUR AV TEAM 
NETWORK SECURITY HAS ALWAYS BEEN 
PRIORITY-ONE FOR IT MANAGERS AND 
DIRECTORS. WITH AV TEAMS BUILDING 
NETWORKED SYSTEMS, ARE YOU SURE 
THEY ARE AWARE OF THE OPERATIONAL 
POLICIES AND RULES?
By Cindy Davis
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redundancy in the event a security control fails 
or a vulnerability is exploited. For example, if 
an intruder gets past the firewall, they still have 
to know a user name and password in order to 
log into a protected system. In practice, security 
should be implemented everywhere it is practical. 
Do you leave your safe unlocked because your 
house has an alarm?

Often AV systems do not have the types of secu-
rity controls required by a security policy. If this is 
the case, the defense in depth approach can often 
be applied in order to put other security controls 
in place to meet the original intent. The process 
for this is called mitigation. Mitigation involves 
putting in configurations, external controls, or 
policies that lower risk factors to point that the 
risk is acceptable.

For example, if telnet is not allowed by policy 
because it is insecure, but it is the only way to con-
trol the required device, there are three options:

1. Use a different device.
2. Don’t control the device.
3. Mitigate the risk.

In this case the risk is that an intruder could 
obtain passwords to the system that are sent inse-
curely. A possible mitigation would be to put the 
device on an isolated network and restrict telnet 
traffic to that network so that an intruder will not 
have access to the traffic.

PUTTING THE AV SYSTEMS ON A 
SEPARATE VLAN SUPPORTS DEFENSE 
IN DEPTH
There are limited valid reasons for remote access 

to the AV equipment that controls potentially 
sensitive meetings. An Access Control List (ACL), 
a list of traffic allowed between two networks 
filtered by IP address and port number, can be 
configured on the router between the AV VLAN 
and the rest of the network to stop unauthor-
ized traffic. For example, there is no reason that 
Accounting needs to access a projector, and there 
is no reason an AV device needs to access the pay-
roll server, so that type of traffic can be stopped.

The separate VLAN technique is supported by 
the fact that AV equipment communicates primar-
ily among the AV devices with limited connectivity 
to the data network. With an AV VLAN devices in 
different parts of a building will communicate 
directly without having to traverse other networks. 
This can be a big advantage for applications like 
streaming or digital signage.

Additionally, network admins like AV VLANs 
because there is often significant broadcast traffic 
between AV devices and these broadcasts will not 
forward through a router. One of the uses of these 
broadcasts is device discovery so within a VLAN 
all the devices can discover each other. If they were 
attached to various subnets around a building 
more configuration may be required.

In the case of devices with network connec-
tions that utilize the Ethernet connection for 
both control and media, such as a VTC Codec 
or streaming encoder/decoder, the device should 
reside on the VLAN that makes the most sense for 
the media, but a route should be available to the 
AV VLAN with an ACL to allow for control traffic.

In using an AV VLAN, it is important to explain 
to the AV team, “They can lock down a port just 

like any other port on the network—that it’s a 
segmented VLAN so it’s not able to even com-
municate with the corporate LAN,” said Glenn. 
“The only thing it can communicate with are 
AV devices, not corporate content.” In situations 
needing the highest level of security such as gov-
ernment installations AV is usually on a physically 
separate network.

LACK OF AUDIO ENCRYPTION TODAY
It is not news to most network savvy AV folks 
that audio packets are not encrypted, but it is 
something IT departments might not be aware of. 
“Every audio product that’s in the commercial AV 
space today, that employs networked audio—none 
of them are encrypted,” said QSC Systems, direc-
tor of installed systems, Product Management, 
TJ Adams. “CobraNet, AVB, RAVENNA, Q-LAN, 
Dante—you cannot encrypt those today. So the 
only choice—we’re all in the same boat as of the 
end of 2015—is to put them on separate networks 
which are physically isolated from the data net-
work, if security is a concern.”

 “Even if the media streams are encrypted, 
most AV products use the same security paradigm 
that is used for HDCP where any valid receiver 
can decrypt the stream,” Zielie added. “When 
these streams are transmitted via multicast, any 
host on the network that asks for the stream can 
get it. Therefore, even if the stream is encrypted 
or isolated on another network, the only protec-
tion you receive is from network eavesdropping. 
Anyone who is allowed to book a conference 
room could listen in to a meeting they are not 
authorized to attend.”

The illustration above shows a typical AV project timeline with various points at which security requirement discovery occurs.
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THE AV/IT BALANCING ACT
TECH MANAGERS NEED MUCH MORE THAN JUST RJ45 PORTS.
By Carolyn Heinze

Andrew Simmons, Senior IT Technician, Raven Industries 
Photo by Lauren Neff
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Employ the term “AV/IT convergence” 
and you’re often met with exasperation. 
“It’s already happened,” people will 
argue. “It’s old news.” But while the mar-
riage of the two has been a prime topic 
of discussion for quite some time, some 
believe that we haven’t gotten past the 
honeymoon phase.

TJ Adams, director of product man-
agement for installed systems at QSC 
LLC, an audio products manufacturer 
headquartered in Costa Mesa, California, 
spent the first half of his career in IT, part 
of that time as an IT manager at an air-
port. He argues that the AV industry needs 
to begin thinking of itself as a subset of 
IT, much the way the telephony industry 
now does. “Telephony and Information 
Systems were separate industries until 
Cisco created a little niche with their 
CallManager 1.0 [in the mid-Nineties], 
a telephone-based on a computer server, 
and now that’s become the norm,” he 
said. As it stands, however, Adams argues 
that the vast majority of AV products have 
not made the full transition to IT. “The 
first wave was practically every manufac-
turer in the AV industry put an RJ45 port 

on their stuff, and so now it became what 
they think of as an IT product. But that’s 
only the first step.”

Tech managers, Adams acknowledges, 
need more than just RJ45 ports; they 
want to know that the AV products they’re 
considering play well on their networks. 
Then, of course, there’s the issue of secu-

rity: once interoperability is taken care of, is the 
network vulnerable because appropriate security 
protocols aren’t embedded into these systems? “[As 
a tech manager,] I want to run my email as well as 
my networked audio and video on the same seg-
ment or the same physical infrastructure—I don’t 
want to run a separate network,” he said. “But 

frankly, that’s what IT is resolved to at the moment 
… IT tends to resolve to, ‘we’ll put it on a separate 
network, we’ll physically isolate it. That way, no one 
in the building or on the campus will even know 
it’s there.’ And so that’s one of the areas we have to 
step up in. We’ve got an RJ45 port on our boxes. 
Now we need to put security in place that’s world 
class and on par with what their expectations are.”

Another challenge AV presents to IT is that laten-
cy: while it doesn’t really matter if email is delivered 
in precise real time, with audio and video, this isn’t 
acceptable. “[IT professionals] are used to asynchro-
nous protocols like email or even, to some degree, 
their telephony systems, which are more forgiving 
of a network that is not operating on a real-time 
basis,” Adams said. “When you think about a 
network, it’s totally different than a point-to-point 
system like we think of in AV.” Network switches 
are generally calibrated to send packets in blasts, 
which are then reconstructed and buffered at the 
receiving end. “That system, that way of thinking, 
doesn’t work for anything in the AV space, whether 
it’s video or audio. It has to get there on time, it 
has to get there in order––those packets have to be 
ordered on the network.”

Andrew Simmons, senior IT technician at Raven 
Industries, a technology developer for agriculture 
and industry headquartered in Sioux Falls, S.D., 

notes that one of the challenges he and his col-
leagues face is competing with what consumer 
technology is capable of delivering to end users in 
their personal lives. “It’s going so fast that now the 
businesses are really having to catch up because 
[their end users] are demanding the high quality 
video that they are used to at home,” he said. He 
notes that last year, Raven increased its Internet 
bandwidth at most of its remote locations, which 
has helped address this demand. “Before, our MPLS 
connections were lacking, and so in the last year, 
as technology speeds ahead the pricing is getting 
extremely competitive, so we were able to lever-
age that and get higher Internet speeds, so that’s 
helped.” 

While AV/IT convergence is about managing 
technology, it’s also about managing people. At 
West Virginia University in Morgantown, W.V., 
Spencer Graham, professional technologist, man-
ager of operations for the WVU Information 
Stations, oversees the management of the univer-
sity’s 150 digital signs from a central management 
platform by Four Winds Interactive. Graham noted 
that while different departments and colleges are 
responsible for programming content, they must 
follow the guidelines and procedures that were 
developed by his team. “It’s a nightmare when 
it’s not a centralized model because it’s herding 
chipmunks at that point—everybody’s doing their 
own thing, there’s no continuity, and there’s no 
continuity in things right down to the branding,” 
he said. “We make people do things by the book. 
The brand is the brand. This allows us not to have 
some of those problems.”

These issues aside, Adams believes that the AV 
industry is making genuine inroads in bridging 
the gap. “I think more manufacturers are learning 
that they can’t just pay lip service to being on the 
IT platform, and that they have to truly re-architect, 
in some cases, their platforms, to make them suit-
able,” he said. The challenge here is fulfilling not 
only the needs of the end users who are looking 
to AV technology to streamline work, but also 

those of the tech managers who are responsible for 
keeping these systems operational. “The internal IT 
provider isn’t going to want to buy analog gear, or 
point-to-point gear anymore. They’re going to want 
to buy something that fits their technology para-
digm. There are more and more companies that are 
embracing that, and I think if we stay on that tra-
jectory, we will eventually become a subset of IT.” 

QSC LLC
www.qsc.com 
RAVEN INDUSTRIES
www.ravenind.com 
WEST VIRGINIA UNIVERSITY
www.wvu.edu 

info

“I think more manufacturers are learning that they can’t just pay lip service to 
being on the IT platform, and that they have to truly re-architect, in some cases, 
their platforms, to make them suitable. The challenge here is fulfilling not 
only the needs of the end users who are looking to AV technology to streamline 
work, but also those of the tech managers who are responsible for keeping these 
systems operational.”


